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I'maBa 1

Oyukiuu 6e3onacuoctu Hadoop

B gmokymenTe mpuBemennsl pyHKIMH 6Oe3omacHoct  Hadoop, Takme Kak 06€30IMACHOCTH TEPUMETPA,
ayTeHTUOUKAINS, ABTOPU3AINsI, OTIETHOCTD U 3allUTa JAHHBIX.

JIoKyMeHT MOXKeT OBbITh IIOJIe3eH AJMHHHCTPATOpPaM, I[IPOrPAMMUCTaM, pPa3pabOTIMKaM ¥ COTPYIHUKAM
o/ipa3 iesieHnii HHGOPMAIIMOHHBIX TEXHOJIOIHUI, OCYIIECTBIIAIONINX BHEIPEHIE KJIacTepa.

Important: Konrakraas wadopmarus ciryk061 moamepkku — e-mail: info@arenadata.io

1.1 ®PyHkunn 6e3onacHocTn Hadoop

st opraHusanuii, KOTOpble XpaHsT KOH(UIEHIWAIbHbIE JaHHble B 3Kkocucreme Hadoop, nampumep,
3aIaTeHTOBAHHbIE UJIM [IEPCOHAJIBHBIE JIAHHbIE, KOTOPBIE TOJJIe’KAT COOII0eHn0 HopMaTuBHbiX TpeboBanuii (HIPPA
PCI, DSS, FISAM u r.1.), 6e301acHOCTb OYeHb BaKHA. MHOrHe OpraHu3aluyu TakzxKe JIOJIZKHbI IPUIEPKUBATHCS
CTPOTOit BHYTPEHHE TTOTUTUKU O€30TTaCHOCTH.

Arenadata Hadoop (namee — ADH) ofGecnieqnBaeT KOMIUIEKCHBIN TIOJX0J] K G€30MACHOCTH B CJIELYOIIIX
KJIIOYEBBIX 06JIACTsIX: HE30MACHOCTD TIEPUMETPA, &y TeHTUMUKAIINS, aBTOPU3AIHs, OTUYETHOCTD, 3aIUTa JTAHHDBIX.

1.1.1 Be3onacHocTb nepumeTpa
ADH nozsosster m3onupoBars kjaacrep Hadoop ¢ momompio nmumo3a u IpaBUIbHO HACTPOEHHBIX ITPABUI
6panmMmayspa. ADH moaiep:kuBaeT CIeayIONLyio 3aIlUTy TepUMETPA:
e Apache Knox Gateway:;

o Kimentn! murosa.

1.1.2 AyTteHTudukauyus

ADH mnpenocrasisieT eUHYIO TOUKY ay TeHTH(MUKAINE JI7IsI CEPBUCOB U TOIH30BATE e, KOTOPask HHTETPUPYETCST
C CyIIECTBYIOIUMHU cuCTeMaMu uaeHTuduKanun npeanpusarus u gocryna. ADH nojjepxkusaer cieyronue ciryKObt
ayTeHTU(DUKAIUN:

e Kerberos;

e LDAP;
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e JlokasipHast cucrema Unix;

e SSO (o nepumerpy 4epe3 Apache Knox Gateway).

1.1.3 AsTtopusauus (KOHTPOSb JOCTYNa)

ADH upemocrasisier (OyHKIUH, TO3BOJILIONINE CUCTEMHBIM AJMUHACTPATOPAM KOHTPOJIUPOBATH MOCTYI K
nmanaeiM Hadoop ¢ umcnosnb3oBammeMm apTopum3anuu Ha ocHoBe poseit. ADH momgep:kuBaeT ClieAyrome MOJIe/n
ABTOPU3AIUN:

e BricokokauecTBeHHOE yIIpaBJieHNE JIOCTYIIOM JIJTsl TaHHBIX, Xxpansmmuxcs B HDFS;

e Konrpossb jocryna Ha ypoBHe pecypcoB it YARN;

o KonTposs moctyna Ha ypoBHE KPYIHO3EPHUCTOIO ypOBHs i oneparuit MapReduce;
e KoHTpoJIb JIOCTyTIa K ceMeiicTBY Ha ypPOBHe TabJuIbl u cTosI0Ona Jjist jaHHbix HBase;

e Kourposb jocTyna Ha ypoBHE TabIuIb! it HabopoB nanubix Apache Hive.

1.1.4 OtueTHocTb (ayanT M MOHUTOPUHT Be3onacHocTH)

ADH nozBossier orciexuparb akTuBHocTh Hadoop, ucnosnb3yst cobCTBEeHHBI ayauT (JKypHAJIbl ayjiauTa),
JKYPHAJIBL  ayJuTa 0e30IIaCHOCTH IlepuMeTpa Ha nuinode Knox © IeHTPaJbHOE PACIOJIOKEHHE KOHCOJIU
agvmuaucTpupoBanust ADH, Brirogast:

e 3ampochl JOCTYIA;
e Ounepanyn 06pabOTKA JAHHBIX;

e ll3meHeHne JTaHHBIX.

1.1.5 3awumTa gaHHbIX

ADH unpenocraBisier MexaHU3MBI sl M POBaHUS JTaHHBIX [P UX Iepefiade W Tpedyer WCIIOIb30BAHUS
[MApPTHEPCKUX peIeHuil s mudpoBaHusS [JAHHBIX B COCTOSHUW IIOKOsi, WX moncka u MackupoBanms. ADH
[IOJI/IEPYKUBAET CJIE/LYIONINE METObI MM POBAHUS:

e SSL jist kommonenTos ADH;
o [Tudposanue RPC;

e IIporokos mepenadn JaHHBIX.
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