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Ornasnenue

B jokymeHTe npuBeieHbl CBejleHus 110 HacTpoiike Ambari u Hadoop s Kerberos, paciipennbie napamMeTpbl
6esomnacHoctu st Ambari u ayrearudurarus SPNEGO mia Hadoop.

JIoKyMeHT MOXKeT OBITh TOJIE3eH AJMUHUCTPATOPAM, MPOrPAMMECTAM, pPa3pabOTIMKaM U COTPYIHUKAM
o/ipa3aesiennii HHGOPMAIMOHHBIX TEXHOJIOTHI, OCYIIECTBIIAIONINX BHEIPEHNE U COIIPOBOXKICHIE KJIACTEPA.

Important: KonrakrHast madopMalust ciryk0b! moaaepkku — e-mail: infoQarenadata.io
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I'maBa 1

Hactpoiika Ambari u Hadoop aasa Kerberos

B nmannoit rmase onuceiBaercs HacTpoiika Kerberos mis HamexxHo# ayTeHTH(MOUKAIINT TOJIB30BATEIEH U XOCTOB
Hadoop B knacrepe, ynpasasemom Ambari:

0630p Kerberos;

e Ilpunmumnansr Hadoop u Kerberos;

e YcranoBka u Hactpoitka KDC;

e ITounkiitouenne cucrembl be3onacHocTu Kerberos B Ambari;
o Kimenrtckue nmakersr Kerberos;

e Orkrodenue cucrembl 6e3onacuaoctu Kerberos B Ambari;

e Hacrpoiika mabsona arpubyTa.

1.1 OG3op Kerberos

2Kecrkast ayreHTUpUKAIMS U YCTAHOBJIEHWE JIMYHOCTH I10JIb30BATENII — OCHOBa OE30IIACHOTO JIOCTyIa B
Hadoop. IToab30oBarenn J0MKHBI IMETh BO3MOXKHOCTD HAAEXKHO “HACHTH(MUIMPOBATL’ cebsI, a 3aTeM HCIOJIb30BaTh
a1y uaentuduranmio Bo BceMm kiacrepe Hadoop. Kaxk Tompko 310 Oymer cuesiaHo, maHHBIE IIOJIB30BATEIN MOLYT
HOJIyYUTh JOCTYIl K pecypcaMm (Hanpumep, K ailiaM win KaTajoraMm) WIM B3aMMOZIEHCTBOBATH C KJIACTEPOM
(manpumep, BoinosHATh 330anus MapReduce). [Tomumo nosbsosaredneit, camu pecypesl Kiaacrepa Hadoop (rakue
KaK XOCTBI W CEPBUCHI) JOJKHBI MPOXOJUTH ayTeHTU(MUKAINIO APYT € JIPYTOM, UTOOBI M30eXKATh IOTEHIMAILHO
OIIACHBIX BPEJOHOCHBIX CUCTEM WJIA CUCTEM, “TIO3UIIMOHUPYIOIKX cebst” KaK Hale?KHbIE KOMIIOHEHTBI KJIacTepa C IeJIbI0
[TOJIy9eHUs JOCTYIA K JAHHBIM.

Hadoop wucmomssyer Kerberos B kawdecTBe OCHOBBI IS CTPOTOil  ayTeHTHU(MUKAINA W 0OECIIETIEHUS
UJIEHTUIHOCTH II0JIb30BaTesiM u cepBucaM. Kerberos sBjsiercs CTOPOHHUM MEXaHU3MOM ayTeHTH(DUKAIMH, HA
KOTOPBIi [TOJIAraf0TCsl [I0JIb30BATE/IM U CEPBUCHI JIJIs YI0CTOBEpeHusl ojinaHocT apyTr apyra. Cam cepsep Kerberos
nm3gecren kak Key Distribution Center (Ilentp pacunpenenenus kiodeit) niu KDC. On cocrour u3 Tpex
Jacreit:

e Baza maHHbIX mnoJb30BaTeseli U CepBUCOB (M3BECTHBIX KAaK I[PUHIMIAJBI), O KOTOPbIX OH 3HAer, u
cooTBeTCcTByIONIHE Tapoaun Kerberos;

e Cepgep ayrentudukanun (AS), KOTOPBIH BBIIOJHIET HEPBOHAYAJIBHYO IIPOBEPKY IOJIMHHOCTH U BbIaeT Ticket
Granting Ticket (TGT);
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e Ticket Granting Server (T'GS) — cepsep, KoTOpBIi 0bOpPMIISIET MOCIEIYIONME OUIETH HA OCHOBE HAYAJIBHOTO

TGT.

Tlonb3oBarens-pununan 3amnpammuBaer ayrearudukanuio or AS. AS ormpasnser B orBer TGT, xoropsrit

z3amudpPoBaH € UCIOJIH30BAHUEM IAPOJIs MOJb30BaTe s-IpuHinnaia Kerberos, n3BecTHblil TOJBKO IIOJIH30BATENIO
u AS. TToab3oBarens-npunnunan pacimmdposbiBaer TGT mokambHO, HCHoNb3ysa cBoit mapoas Kerberos, u ¢ sToro

MOMEHTa JI0 UCTeYeHUud CPOKa ,ZLefICTBHH OumJreTa IMOJIb30BaTE)

b-IIpHUHIUIIAJI MOZKET NCIIOJIb30BaTh TGT JJIA TIOJTyY€HU A

ouiteros or TGS. ﬂaHHbIe OMJIETDI ITO3BOJISIOT MIPpUHIIUIIAJIY IIOJIY9IUTDH JOCTYII K PAa3/IMYHBIM CEPBUCAM.

TlockosibKy pecypebl  Kjacrepa (XOCTbl WJIM CEPBHUCHI) HE MOIYT KarKJbIi DPa3 I[IPEJOCTABJIATL I1apOJib
nns pacmudposku TGT, onm ucnosnp3yor crnenuaiabHbiil daitan keytab, KOTOPBI CONEPKUT yUIETHBIE TAHHBIE

ayteatudukanuun pecypca. Habop xocToB, mosb3oBaTeseit
KOHTPOJIb, Ha3bIBaeTCs chepoil.

1 cepBHUCOB, HaJ KoTopbimMu cepBep Kerberos mmeer

Tabaunal.l.: Tepmunbl U OnIpeIeIeHUS

Tepmun

Onpegenerne

Key Distribution Center, KDC

Haﬂe}KHbeI NCTOYHUK JJIA ayTeHTI/I(bI/IKaLH/II/I B
sKocucreMe ¢ noiuepxkoit Kerberos

Cepsep Kerberos KDC

Mamuna wuaum cepBep, KOTODPBI CIIY’KUT B KAdeCTBeE
IIEHTPa paCIIpeJle/IeHIs KIIF0Uei

Kimenr Kerberos

JIrobas MAaIlTHA, B KJIacTepe, KOTOpasd
ayreatudurupyercst ¢ KDC

[TpuaIIITAT VHUKAJIBHOE UMsI MTOJIb30BATEIS WA CEPBUCA, KOTOPBIi
ayrenrudunupyercsa ¢ KDC

Keytab QPaiis, comepKaIuil OMUH WX HECKOJIBKO ITPUHITATIAIOB
1 UX KJIIOYU

Cdepa Cerb Kerberos, srirouaromas KDC u psiji kimeHTOB

KDC Admin Account

YderHass 3amuch  QJIMUHUCTPATOPA, HCIOJb3yeMast
Ambari 1yis co3manus IPUHIKIIOB U MeHePaluu KJIIoJei

B KDC

1.2 MpuHyunanel Hadoop n Kerberos

Kaxprit ceppuc n mog-cepsuc B Hadoop m1o/kHBL

HUMETDb CBOEIrO IIpHHIUIIaJIA. 5y IIpUHIUIIAJIa B ,ILaHHOfI

cdepe cOCTOUT M3 OCHOBHOTO MMEHU U MMEHU 9K3EMILISIpa — 9TO MOJHOe JOMEHHOE MMsI XOCTa, Ha KOTOPOM paboTaeT
cepBep. YUeTHbIE J[AHHbIE CEPBEPOB XpaHATcH B daitine keytab, KoTopslilt n3Biekaercsa u3 6a3pl nanubix Kerberos
C TOMOIIBIO MPUHITUIIATIA CEPBEpPA M XPAHUTCs JIOKAJIHHO B 3AIUIIEHHOM KaTajore Ha y3Je KOMIIOHEHTa CepBepa

(Puc.1.1.).

IIpumep ycioBaOro obo3HavueHns nMenn npuHunaaoB u Keytabs npusenen B Tabsure.

Tabmumal.2.: VYcioBHOe 0003HAYEHHE WMEHU MIPUHIIAMNAJIOB U

Keytabs
YcnosHoe obo3HaveHne Mpumep
Principals $service__component name/$FQDN nn/c6401.ambari.apache.org@QEXAMPLE.CO
QEXAMPLE.COM
Keytabs $service_component abbreviation. /etc/security /keytabs/nn.service.keytab
service.keytab

B momommenne k Hadoop Service Principals, cam Ambari takxe tpebyer, drodbl HAOOD
Ambari-npuHIMIIAJIOB BBIIOJHAI Coy2KeOHble “smoke” IpoBepKM M IPOBEpPKY paborocrnocodbnoctu. Daiiibr Keytab
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m w

* Service Principals

t 3 Ambari Principals

Puc.1.1.: [IpaBa mocTyna K KJiactepy

st Ambari-nipuatunanos, win “headless”, HaxogTcst Ha KayKIOM XOCTe KJIACTEPA, TAK Ke KaK U JJIs MPUHIUIAIOB
cepBuca.

B npumepe yciaoBHOro obo3HaveHusi MMEHH HPUHIMIAIOB U Keytabs yKa3zaHO OCHOBHOE UMSI JUJIsI KayKJOTO
cepBucHOro npuHiunaga. OCHOBa WMeHW, HAIpPUMEDP, nn WU hive, IPEJICTABJSIIOT COOOl COOTBETCTBEHHO CEPBUC
NameNode nin Hive. K ocHOBHOMY nMeHn 100aB/ISIeTCsT MMST SK3EMILISIPA U [TOJTHOE JIOMEHHOE UMSI XOCTa, Ha KOTOPOM
OHO BBITIOJTHSIETCSI. DTa CXeMa 0DeclednBaeT YHUKAJIBLHOE UM CEPBHCAM, KOTOpble paboTaloT HA HECKOJBKHUX XOCTaX,
takux kak DatalNodes 1 NodeManagers. /lobaBienne nMeHn XOCTa CIIY2KAT IS PA3JIAYUNs, HAIIPUMED, 3a11p0Oca U3
DataNode A u 3ampoca n3 DatalNode B. DT0 Ba:KHO 1O CJI€/IYIONUM TPUTHHAM:

o Jlannunie Kerberos mjist ogaoro DataNode He moaBepratoTcst pucKy coBmacTb ¢ gaHHbIME Apyrux DataNodes;

e Eciu meckompko DataNodes mmeror onuHaKOBBIA NPUHNWNAT W OJHOBPEMEHHO ITOJKJIIOYAIOTCS K OJHOMY
NameNode, u eciu ayrentudukarop Kerberos mmeer ommnakoBble BpeMEHHBIE METKH, B TAKOM CJIydae
ayTeHTU(UKAIIS OTKJIOHSAETCS KaK TOBTOPHBII 3aI1poc.

1.3 VYcraHoBka u HacTtpoiika KDC

Ambari moxer nmacrpouts Kerberos B ritacrepe mus paborsr ¢ cymecrBytonum MIT KDC wim ¢
cymecrBytorieit Active Directory. B nmanmnom pasmene omuchiBaroTcss Iaru, HeOOXOJMMbBIE JJIsi TOJATOTOBKHA K
MHTErpaiuu.

Econ y Bac Her cymecrsytomero KDC (MIT i Active Directory), HeoGxomumo ycranoBuTh HOBbIii MIT
KDC.

Important: Ycranoska KDC ma yaie kiacrepa y»Ke Mmocje yCTaHOBKEM KjmeHTa Kerberos moxer mepesamnucarhb
coznanubit Ambari daitn krbs. conf

IIpu BBIGOPE aBTOMaTHUECKOI HacTpoiiku Kerberos Ambari camocrositenpro monkiiouaercs kK KDC, cosmaer
HEeOOXOIMMBIX TPUHITUIAJIIOB, TeHepupyeT u pacupocrpanser keytabs. Ilpm Boibope pyumnoit macrtpoiiku Kerberos
HEeO0OXOIMMO BPYYHYIO CO3/IaBATH IPUHIINIAJIOB, TEHEPUPOBATh U PACHPOCTPAHATH keytabs.

e lcnonwzoBanue cymecrsyiomiero MIT KDC;
e lcnosnbzoBanue cymecrsyiomiei Active Directory;

e Pyunasn nacrpoiika Kerberos;
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e Ycranoska nosoro MIT KDC.

1.3.1 WNcnonb3osaHue cyuecteytowero MIT KDC

s uconpzoanust cymectsyromnero MIT KDC qis kiacrepa HeOOXOIUMO MOATOTOBUTD:

e Cepsepnl Ambari u KracTepbl, IMEIOITHE CETEBO TOCTYI Kak K ajMuaucTparuBHbiM y3aam KDC, Tak u k camomy

KDC;
e YuerHble jlaHHBbIe ajamuHUCTpaTopa KDC.

HanbHeiimme aeiicTBUsS OMUCAHBI B pasaene [lodkarouenue cucmemuv, bezonacnocmu Kerberos 6 Ambari.

1.3.2 WNcnonb3oBaHue cyuiecteytouiein Active Directory
st mcnonp3oBanms cymiectBytomeit Active Directory mas kiacrepa ¢ aBTOMaTHYECKON yCTAHOBKOI
Kerberos neobxoumo noAroroBuTh:
e Cepsepnl Ambari u kjacrepst, umerorniue goctyn K cetu u DNS-umenam Domain Controllers;
e Hacrpours xouduryparmio LDAP (LDAPS) Active Directory;

o Tlosb3oBarennckyio Active Directory s npuniunasnos. Hanpumep, “OU = Hadoop, OU = People, dc = apache,
dc = org”;

e YuerHble jpaHHble anMmuHucTparopa Active Directory ¢ ¢ nHacrpoennbiM mpaBoMm “Co3nanue, yIaJleHUE WU
yIpaBJIEHUE yYETHBIMU 3aIUCAMY TOIb30BaTE e .

JasbHeiimme nefictBus onucanbl B pasuene [lodkaouenue cucmemn, bezonacrhocmu Kerberos 6 Ambari.

1.3.3 PyuHas HacTpoiika Kerberos

st pyunoit Hactpoiiku Kerberos HeoOX0oauMO OAIOTOBUTE:

CereBoit moctyn y3i08B kiacrepa K KDC;

e YcranosuThb yruinThl KianenTa Kerberos (Hanpumep, kinit) Ha KaxKJoM y3Jje KJacrepa;

e Ycranosuth pacumpenust Java Cryptography (JCE) ma xocTe cepBepa Ambari Server u Ha Beex y3J1ax KJIacTepa;
e Bpyunyio co3nars cepsuctble u Ambari npunrunaiasl 8 KDC nepe BBIIOJHEHREM MacTepa;

e Co3/1aTh BPYYHYIO M PACIPOCTPAHUTE KJIIOYHU JJIs MPUHIUIAIOB cepBucoB 1 Ambari Ha y3/bl KjacTepa mepe;
BBIIIOJIHEHUEM MacTepa.

JaJibHeitnme neficTBusi onucanbl B pasuese [lodkaouenue cucmemn, bezonackocmu Kerberos 6 Ambari.

1.3.4 VYctaHoBka HoBoro MIT KDC

B nmamHOM pasmese mpuBeseHO mOApoOHOE omucanue mporecca yeranoBku KDC:

e Ycranoska cepsepa KDC;

Cosnanne 6a3nl ganabix Kerberos;

Banyck KDC;

e Cosmanme agmuuaucTpaTopa Kerberos.
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Important: Ilockonbky Kerberos siBiisiercss TOYHBIM K BpeMeHH IIPOTOKOJIOM, BCE XOCTBI B cdepe JOJIKHBI
CHUHXPOHU3UPOBATHCA 110 BPEMEHH, HAIIPUMED, UCIIOJIb3ys IIPOTOKO cereBoro Bpemenu (NTP)

Ecsn smokaspHoe cucreMuoe Bpems KimenTa orimdaercs oT Bpemenn B KDC xoTst ObI Ha 5 MUHYT, KJIUEHT He
CMOYKET ayTeHTU(DUITTPOBATHCS.

YcraHoBka cepsepa KDC

st yeranoBku cepBepa KDC 1eo0X0quMO BBITTOJTHUTE CAEAYIONINE AeHCTBUS:
1. YcranoBuTh HOBYIO Bepcuio cepepa KDC:
e RHEL / CentOS:

yum install krbb-server krbb5-1libs krb5-workstation
e SLES:

Zypper install krbb5 krbb5-server krbb5-client

2. Vcnoib3yst TEKCTOBBIN PeIAKTOD, OTKPBITH dailsl Korduryparuu cepsepa KDC, pacionoskeHHbIi 10 yMOTIAHIIO
B Vi/etc/krbs.conf,

3. Usmenuts pasnen [realms| storo daiina, 3amenns mnapamerp kerberos.example.com mua csoiicts kde u
admin__ server, ycranoBiaeHHbI 110 ymomdanuio ¢ Fully Qualified Domain Name xocra cepsepa KDC, kak
[IOKa3aHO B IpuMepe, rie kerberos.example.com 3amenen Ha my.kdc.server:

[realms]

EXAMPLE.COM = {
kdc = my.kdc.server
admin_server = my.kdc.server

CospaHune 6a3bl gaHHbix Kerberos

g cosmanusa 6a3el nanubix Kerberos neobxonumo ucnons3oBarh yrunuty kdbd  util:
e RHEL / CentOS:

Kdb5_util create -s
e SLES:

Kdb5_util create -s

3anyck KDC

st 3amycka cepsepa KDC u cepsepa aamunauctparopa KDC 1#eo6X01uMO BBITTOTHUTS KOMAH/IBI:

e RHEL/CentOS 6:

/etc/rc.d/init.d/krbbSkdc start
/etc/rc.d/init.d/kadmin start

e RHEL/CentOS 7:
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systemctl start krbbSkdc
systemctl start kadmin

SLES 11:

rckrbbkdc start
rckadmind start

IIpu ycranoske u ynpasienun coocrsenabivm MIT KDC Baxkuo wacrpouts ceppep KDC Ha aBroMaTndecKkuit

3allyCK IIpU 3arpy3Ke:

RHEL/CentOS 6:

chkconfig krbbkdc on
chkconfig kadmin on

RHEL/CentOS 7:

systemctl enable krbSkdc
systemctl enable kadmin

SLES 11:

chkconfig rckrbbkdc on
chkconfig rckadmind on

Cozpganue agmunuctpatopa Kerberos

IIpununansr Kerberos moryT 6biTh co3ianbl jiubo Ha camoil mamubue KDC, iubo depe3 ceTb, UCIOIb3YsI

npuHI@nan admin. B mociieayoneil MHCTPYKIMEA TIPEIIOJaraeTcs, 9To ucnoabsyercs kommbiorep KDC u komania
oT yTminuThl anMmuHUCTparopa kadmin.local. cnonwzosanue kadmin.local va mamuue KDC nmossossier co3imaBarh
MPUHIUIAIOB 6€3 HeOOXOIUMOCTH CO3JIaHNs OTACIBHOIO MPUHITUIAIA-AIMIHICTPATOPA [IEePe)l HauaoM paboThI.

[Ipu Brmiouennun Kerberos ams moakaodenns Ambari k KDC, co3manns KJIacTepHBIX MTPUHIIUIAJIOB

reHepanuu keytabs HeOOXOIUMO IIPEJOCTABUTE yUeTHbBIE JaHHBIE aJMUHUCTpaTopa Ambari.

1.

4.

Coznars agmuuucrparopa KDC, myTeM co3maHus TPUHINIAIA-8/IMAHACTPATOPA!
Kadmin.local -q "addprinc admin / admin"

Ybemurhest, aro co3nanubiii aamunauctparop umeet npasa B ACL KDC. Orkpeirs daitst ACL KDC, ucrosnb3ys
TEKCTOBBII PEIaKTOP:

RHEL / CentOS:

Vi /var/kerberos/krb5kdc/kadmb.acl
SLES:

Vi /var/lib/kerberos/krbbSkdc/kadmb.acl

Yoeaurbest, uro daitn ACL KDC comepKut 3amuch, TMO3BOJISIONLYIO MPUHITATAI-aIMUHUCTPATOPY YIIPABJISITDH
KDC B wucnosbssyemoii koukperHoit cdepe. Ilpu ucnomnzoBanuu chepsl, ommunoit or EXAMPLE.COM,
HEeOOXOIUMO yOeIuThCsA, <UTO €CTh 3aliCh [JId KOHKpeTHOH cdepnl. Hampumep, A NOpUHITATIAIA

admin/admin@HADOOP.COM cnenyromas 3aImch:
*/admin@HADOOP.COM *

ITocne penaxTupoBanust u coxpanenusi daitna kadms.acl HeodbxonuMo mepe3aycTuTh nporece kadmin:
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e RHEL/CentOS 6:
/etc/rc.d/init.d/kadmin restart
e RHEL/CentOS T7:
systemctl restart kadmin
e SLES 11:

rckadmind restart

1.4 MopkntoveHne cucremsbl besonacHoctn Kerberos B Ambari

HesaBucumo ot Toro, Kakas BbiOpana macTpoiika Kerberos — aBromarmdeckass wam pydnas — Ambari
[IPEJIOCTABIISIET MacTepa YCTAHOBKH, TIOMOTakoIiero BKIounTh Kerberos B kiacrepe. B ganHoM pasmesne comepKuTcst
napopMaIms o nmoaroroeke Ambari mepes 3amrycKoM MacTepa U O Iarax Jijist ero 3alrycka.

e Ycranoska JCE;

e 3amyck macrepa Kerberos.

Important: Heobxoaumbim ycstoBuem Jijisi BRitouenusi Kererbos siBjistercst yecranoska JCE Ha Bcex y3iax kjacrepa
(Brutouas cepeep Ambari), umeromux xoct cepsepa Ambari Kak 9acTh Kjaacrepa. DTo OBOPUT O TOM, YTO Ha CepBepe
Ambari Server noszken ObITh 3amyinen areatT Ambari

1.4.1 VYcranoska JCE

Tepen skmovenuem Kerberos B kiacrepe HeoGxoaumo passepayTh daiint 6esonactoctu Java Cryptography
Extension (JCE) na cepsepe Ambari u na Bcex y3sjax Kjacrepa.

Important: FEciu ucnosnbsyercs Oracle JDK, meobxomumo pacnpocrpansars u ycranasausath JCE ma Bcex ysmax
KJIacTepa, BKJtodast cepep Ambari. Obsi3aTesibHO Tpebyercs nepe3anyctuTh cepBep Ambari mocite ycranosku JCE

Ecim  wucnonmszyercs OpenJDK, muctpubyruser OpenJDK  ycranaBimBaiooTcsi aBTOMATHIECKA — C
neorpanmyenuoit momtaocThio JCE u, cienosarensno, ycranoska JCE ne tpebyercs.

1. s ycranoBku JCE Heobxomumo Ha cepBepe Ambari nmonyuunrs daitn JCE, mogxomsimuit qis Bepcuun JDK Ha
BallleM KJiacTepe:

e JIna Oracle JDK 1.8

e [l Oracle JDK 1.7

2. ApxwuB ¢ noxyueHHBIM (haitytoMm HEOHXOIMMO COXPAHUTH BO BPEMEHHON IAIKe;

3. Ha cepBepe Ambari u Ha KaxK0M y3i1e Kiacrepa J06aBUTh HeOrpaHndeHHbe mpasa GesonacHocTu JCE:
$JAVA_HOME/jre/lib/security/
Hanpumep, BBIIOJHATE cliemyioliue neiicTBus s ussiedenus npas u3 JDK, ycranosiennom Ha xocre:
unzip -o -j -q jce_policy-8.zip -d /usr/jdk64/jdk1.8.0_40/jre/lib/security/

4. Tlepezanycrurhb cepsep Ambari;

5. Ilepeiitu k Hagay pabOTHI MacTepa HE30IMACHOCTH.



http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166
http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124

1.4. Tlogkmouenne cucreMbl 6e3onacHoctn Kerberos B Ambari

1.4.2 3anyck mactepa Kerberos

Ambari npenocrasisier Tpu BapuanTa 1o ycranoBke Kerberos:

e Yepes cymecryromuiit MIT KDC;

e Yepes cymecrpyomyto Active Directory;

e Pyunast macTpoiika npunmunaoB u keytabs Kerberos.

IIpu BeIOOpe aBromarmueckoit ycranoBku Kerberos — uepe3 cymectByomuit MIT KDC wumun Active

Directory — mactep Kerberos szanpammsaer undopmarnmio, cea3anmnyio ¢ KDC: ygernyio 3ammch aIMIHICTPATOPA
KDC u npunnunasos Ambari. ITocje npenocrapienus csejennii Ambari aBroMaTuyecKu co3/1aeT MPUHIIAIIAJIOB,
renepupyer keytabs u pacrpocrpaHsieT uxX Ha XocThl B Kyiacrepe. CepBuchl HacTpauBatorcs 1jist Kerberos, u cepuchbie
KOMIIOHEHTHI nepe3arnyckatorcst s ayrernrudukanuu ¢ KDC. TloapobHoe omnmcanme aBTOMATHYIECKON YCTAHOBKU
Kerberos npusezneno B pazgeine «Apromarndeckas HacTpoiika Kerbeross.

I[Ipu BwIOGOpe pyunoit nactpoiikn Kerberos meodXxoquMo C€aMOCTOSTETHFHO CO3ABATH TPUHIIAMIAIOB U

FeHEepUPOBATL U pacIpocTpaudaTh keytabs. IlogpobHoe ommcanme py<dHON yCTAHOBKM HpHBEIEHO B pasneie “‘Pyunas
Hacrpoiika Kerberos”.

AsTtomatunyeckasn Hactpoiika Kerberos

A T

st aBromarmaeckoit HacTpoiiku Kerberos Heo0XonMo BBITIOJHUTE CJIEAYIOINE TefCTBHUS:

Heobxomumo ybenurhesi, uro KDC ycraHoBiieH n HacTpoeH, a Takxke nojirorosien JCE Ha KaXjgoM xocre B
KJIaCTepe;

Boiitu 8 Ambari-Web u nepeiitu Ha Braagaky “Admin — Kerberos”,

Haxxates Enable Kerberos, 1ToOBI 3aIIyCTUTH MacCTeD;

Briopars Tunn KDC, KOTOpBIil UCIIOIB3yeTCsi, U MOJATBEPIUTH, 9TO HEOOXOIUMBbIE YCJIOBUSI BBIIIOJIHEHBI;
IIpenocraBurs nadopmarmio o KDC u ydeTHoit 3anncu aJMIHICTPATOPA;

Jlasee mpuBeieH TepeveHb HEOOS3aTETLHBIX HACTPOEK:

B mone “/lomennl” ykazaTh CIUCOK ITAOJOHOB JIJIsi COIOCTABJEHUsI XOCTOB B KJACTEpPE C COOTBETCTBYIOIIEH
cdepoit. Hanpumep, ecyim xoctbl umeroT obmuit qomen B cBoeMm “FQDN”) takom kak hostl.mycompany.local u
host2.mycompany.local, HEOGXOIUMO yCTAHOBUTH CJIEIYIOIIEE:

.mycompany.local ,mycompany.local

Yrobs! yupasisTh KaueaToM Kerberos krbs. conf spyunyto (BMecto yupasierns um Ambari), passepHyTh paszen
“Advanced krb5-conf” u cusite duraxkok “Manage”. IIpu srom krbs.conf monxen 6bITh HACTPOEH HA KAXKJIOM XOCTE.

Yro6sr Ambari ve ycranosus kianentckue 6ubsmorexku Kerberos na Becex xocrax, pazsepHyTh paszen “Advanced
kerberos-env” u cusarp ¢duaxkok “Install OS-specific Kerberos client package(s)”. Ilpu sTom m0/KHBI OBITH

p p g p A1
yCTaHOBJIEHBI YTUJIUTHI KJINCHTA Kerberos Ha KazKJIO0M XOCTe.

Eciu knuentckue 6ubimoreku Kerberos HaxomsiTcsi B HeCTAHJIAPTHBIX IallKaX, pasBepHyTh paszien “Advanced
kerberos-env” u macrpouts onmuio Erecutable Search Paths.

Ecmu KDC umeer maposis 6e3omacuoctu, pazsepayTh pasjen “Advanced kerberos-env” u HacTpouTh mapameTpsbl
7
11apOJId.

Ambari nposepsier HacTpoiiky Kerberos, cosmas jijisi 3TOro TeCTOBOrO HpUHIUIANA. ITOOBI IIEperMMeHOBaTH
ero HeoOXOIMMO pa3BepHyTh paszgen ‘Advanced kerberos-env’ u uamenuTb HamMmeHoBaHue. llo ymoJTgaHUIO
TECTOBOE MMsl NPUHIUIAJIA [PEJCTaBIseT co00 KOMOMHAIMIO MMEHM M JaThl Kiacrepa (§ {cluster name} -
$ {short_date}). Janubiii nupuanunan OygeT yaaaeH HOCJAe 3aBEPIICHUS TeCTa.
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T'maBa 1. Hacrpoiika Ambari u Hadoop ayisa Kerberos

e Eciium HEOOXOMMMO HACTPOUTD ATPUOYTHI JJIsl IPUHIIUIAJIOB, KoTopble Ambari co3maer mpu ucnosb3oBannn Active

9.

Directory, ciemyer obparutbest K pasgueny “Hacrpoiika mabiiona arpubyTa’ st MOJIydYeHUs! JOMOJTHUTEIBHOMN
unadopmaruu. [Ipu ucnonszopanuun MIT KDC moxkno nepegarh nmapamerpbl arpubyra B pazzese “Advanced
kerberos-env”. Hampumep, MOXKHO yCTAHOBATH TapAMETPBI, OTHOCSAIINECS K pre-auth Wianm maxr u OOHOBUTH WX:

-requires_preauth -maxrenewlife "7 days"
IIpomoiKuTh yCTaHOBKY;

Ambari ycranasnusaer kimentoB Kerberos na xocrax u mposepsier jgoctyn Kk KDC 1 BO3MOXKHOCTH CO3IaHUS
[IPUHIIAIIAJIOB, TeHepanuu keytab n mX pacupoCTPAHEHUS;

Hactpouts naentuduxaropsl Kerberos, nucnonssyemobie Hadoop, u nepeiitu Kk kepbepusanuu KiacTepa.

Ha mare “Configure Identities” (nacrpoiika naeHTHGUKATOPOB) 00513aTEABHO TOCMOTPETH UMEHA IPUHIUIIAIIOB,

B wactaoctu, Ambari Principals B Tabiurne “General”. 9Tu umena, 110 yMOJTIAHUIIO, TOOABJISIIOT UMsI KJIacTepa KayKIOMY
npuanunansy Ambari. MoKHO ocTaBUTh 3HAYEHUE 110 YMOJYAHUIO UM U3MEHUTD €ro, yaauus - § {ums-kaacmepa} uz
CTPOKU nMeHu npuHImaia. Hampumep, eciu kiacrep HazBan ADH, a chepa — EXAMPLE.COM, o hdfs npunrnumnaa
coznaercs Kak hdfs-ADHQEXAMPLE.COM.

10.

11.
12.

13.

IToareepaurs kKoupuryparmio. [lo xejnanuto MoxkHO 3arpy3utb CSV-daiisl ¢ npuHIunagaMu u KJI0YaMy JJIst UX
aBTOMATU4YeCKO#l remepanun Ambari;

Haxars Next nia nagasa mporecca;

ITocne cosmaHusi TPUHIUIAJIOB, ME€HEPAIMU U PACIpPOCTpaHeHus: Kjtodeil Ambari o6HOBJsieT KOH(DUIYpAITH
KJIACTEPa, a 3aTeM 3allyCKaeT U TECTUPYET CEPBUCHI B KJIACTEPE;

SaBepmuTh paboTy MacTepa II0Cje OKOHYAHUS IIPOIIECCa.

Pyynas Hactpoiika Kerberos

- W o=

st pyunoit Hactpoiiku Kerberos HeoOX0IMMO BBIIIOJHUATE CJIELYIONIAE T€ACTBHS:

Yoemurbest, aro KDC ycranoBiien n HacTpoeH, a takxke nojrorosiern JCE Ha KaxkjoM xocre B KJiacTepe;
Boiitu 8 Ambari-Web u nepeiitu Ha Braagaky “Admin — Kerberos”,

Haxxats Enable Kerberos, 1ToOBI 3aIIyCTUTH MacTeD;

Bribpare napamerp “Manage Kerberos principals” u “keytabs manually” um ybeauTbCs, UTO BBIIOJTHEHBI
HEOOXOIUMBbIE YCJIOBHS;

IIpenocraBurs urdopmarmio o0 KDC u yderHoit 3ammcu aJIMIHACTPATOPA.

Eciu knuentckue 6ubnnoreku Kerberos HaxousiTcs B HeCTAHJAPTHBIX IallKaX, pasBepHyThb paszien “Advanced
kerberos-env” n macrpouts onnuio Erecutable Search Paths.

Hacrpouts nnentudukaropsr Kerberos, ncrons3yembre Hadoop, u nepeiitu k Kepbepusaiu KjiacTepa.

Ha mare “Configure Identities” (macrpoiika uzeaTrduKkaTopoB) 06s13aTebHO IIOCMOTPETh UMEHA [IPUHITUIIATIOB,

B wacraoctu, Ambari Principals B Tabiure “General”. 9Tt umeHa, 10 yMOJTIaHUIO, TOOABIISIIOT UMsI KJIaCTepa KayKIOMY
npuaiunasy Ambari. MoxKHO ocTaBUTH 3HAUEHHUE M0 yMOJIUAHWIO WM U3MEHWUTD €ro, yaauus - § {uma-kiacmepa} n3
CTPOKU uMeHH puHInaJa. Hampumep, eciiu kinacrep Hassan ADH, a chepa — EXAMPLE. COM, to hdfs npuniunasa
cozmaercst Kak hdfs-ADHQEXAMPLE.COM.

7.

[Moxreepaursy koubUrypanuo. [Tockoabky BbiOpan mapamerp py4noit Hactpoiiku “Manual Kerberos Setup”,
HeobxonuMo oty auTh CSV-aiiyt co CucKOM MPUHIUITAJIOB U KJIIOYel, HeOOXOIUMBIX JJIs PabOThI KJiacTepa
¢ Kerberos.
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1.5. Kumenrckue nakernl Kerberos

Important: He npomomxaiite paboTy /10 TEX IIOP, MOKA BPYIHYIO HE OY/IyT CO3JAHBI U PACIPE/IEICHBI Y3JIaM KJIacTepa
MIPUHITATIABI U KON

8. Haxkarp Next njis npomoKenus;
9. Ambari o6HOBJIsIET KOH(MDUTIYpaIuy KjIacTepa, a 3aTeM 3allyCKaeT U TECTUPYET CEPBUCHI B KJIACTEPE;

10. 3asepmuTb paboTy MacTepa MOC/e OKOHYAHUS IPOIECCA.

1.5 KnueHnTtckmne nakertbl Kerberos

I[Ipu aBTomaTmdeckom mnoakaodernnu Kerberos Ambari ycramaBmusaer kimentol Kerberos ma yamax
KJIacTepa. B 3aBUCHMOCTH OT OIEPAIMOHHON CHCTEMBl YCTAHABINBAIOTCS CJIEYIONIUE TAKETHL:

Tabsmmnal.3.: Ilakersr, yctanasimuBaemble B 3aBucumocts or OC

OnepauunorHas cucrtema Maket
RHEL/CentOS 7 krb5-workstation
RHEL/CentOS 6 krb5-workstation
SLES 11 krbb-client

1.6 OTknroyeHmne cucrembl besonacHoctn Kerberos B Ambari

st orkroueHust cucrembl 6esonacHoctu Kerberos B Ambari Heo6X0iMO BBIIIOJHUTE CJIEAYONINE JeACTBUS:
e Boiitu B Ambari-Web u nepeiitu 8 “Admin — Kerberos”,
e Haxxatn Disable Kerberos, 9To0bI 3allyCTUTDh MacTep;
e 3aBepmuTh paboTy Macrepa.

Ecim Kerberos 0611 0K/IFOUEH IyTeM aBTOMATHYECKO# HacTpoiiku, Ambari nonbsiraercs ceszarbes ¢ KDC
7 yaaauTh co3fnanabix npuanunajios. Ecain KDC menocrynen, macrep BoiBomuT omubKy Ha mare “Unkerberize”. Ee
MOKHO UTHOPUPOBATH U MPOIOJIKUTH paboTy mMacrtepa, HO ynajenne npuHimunansoB u3 KDC ne Oymer BBIIOTHEHO.

1.7 Hactpoiika wabnoHa atpubyTa

IIpu aBromaruueckoii Hactpoiike Kerberos c¢ Active Directory B 3aBucumoctu or npas KDC mox#O
HACTPOUTH ATPUOYTHI IMPUHIUIIAJIOB, ycTaHaBimBaeMble Ambari npu wux cozmanmu. Ha mrare macrepa “Configure
Kerberos” B paszene “Advanced kerberos-env’ ectb mocryn k mabsony arpubyros Ambari. DTtor mabion (KoTopbIit
ocHoBaH Ha cuHTakcuce mabsonos Apache Velocity) moxuHO u3MeHuTb, 9TOOBI yCTAHOBUTH, Kakue aTpubyThI
HA3HAYAIOTCS IPUHITUITAJIAM, U KaK 9TU 3HAYEHUS TOJIYIaI0TCs.

B Tabuiniie npuBejieH CIINCOK JIOCTYIIHBIX IIEPEMEHHBIX aTPUOYTOB.
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T'maBa 1. Hacrpoiika Ambari u Hadoop ayisa Kerberos

Tabnunal.4.: JocTynHble nepeMeHHbIe aTPUOYTOB

MepemenHbie aTpubyTa

Mpumep

$normalized principal

nn/c6401.ambari.apache.org@QEXAMPLE.COM

$principal name

nn/c6401.ambari.apache.org

$principal primary

nn

$principal _digest

[[MD5 hash of the $normalized principal]]|

$principal _instance

c6401.ambari.apache.org

$realm

EXAMPLE.COM

$password

[[password]]
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I'maBa 2

Pacompennabie mapaMeTpbl 6€301acHOCTH
g Ambari

2.1 Hactpoiika Ambari gna aytentudukaumn LDAP vnn Active Directory

ITo ymomuanmio Ambari ucrons3yer BHYTPEHHIOO 0a3y JAHHBIX B KAUECTBE XPAHUJIAIIA [TOJIB30BATENHA JIJIsT
ayTeHTrduKanuu u apropusaruu. IIpu HeobxoaumocTn HacTpoiiku BHemHel aytentudurkanuun LDAP nmm Active
Directory, ciemyer o3zmakoMuThCs ¢ pasdfienoMm “Hacrpoiika ayrentudukarnym mnonbzoBaresnss LDAP” u 3amycturhb
KOMaH Iy HacTpoiiku (cM. pazmen “Hacrpoiika Ambari gist ucnosszosanug LDAP-cepsepa’”).

Takke HEOOXOIMMO CHHXPOHU3MPOBATH mojb3oBaTeseil u rpymnnsl LDAP ¢ 6azoit nanapix Ambari, aro6sr
UMeTh BO3MOXKHOCTDb YIDPABJIATH UX aBropusanueil u npaBaMu (cM. paszest “CHHXpOHU3AIMs [10b30BaTe/IeH 1 TPy

LDAP?).

Ilpu curxponusamuu mosb3oBareneit u rpynn LDAP Ambari wucnosnbsyer sementsr momcka LDAP
I CUHXpOHM3aImu OoJsbinoro kosmdectBa o0bekToB LDAP. BosbmmacTBO coBpemenubix cepsepos LDAP
[IOJI/IEPYKUBAIOT STOT JIEMEHT yrpasienus. Ho s Hemogmep:xkuBaomux cepBepos, Hampumep, Oracle Directory
Server Enterprise Edition 11g, Ambari BBoguT mapamerp KOHPUTYypaIruu i OTKIIOUEHUS pa30WBKUA Ha
crpaHuibl. YToObI OTKJIIOYNTE 3JIEMEHTHI YIIPaBJIeHUs pa30UBKOil Ha CTPAHUIILI, HEOOXOAMMO YCTAHOBUTD 3HadYeHue false
cBoiicTBy authentication.ldap.pagination.enabled B daiine /etc/ambari-server/conf/ambari-properties. 9o orpaHuIUT
MaKCHMAaJIbHOE KOJUYIECTBO OOBEKTOB, KOTOPBIE MOTYT OBITH WMIOPTHPOBAHBI B JIIOOOW MOMEHT BpEMEHH JI0
MaKCHMAJIbHOTO Tpejiesia pe3ysabraroB Ha cepBepe LDAP. Urobbr m3bexkarh 3TOro, HEOOXOMAUMO HUMIIOPTHPOBATH
[IOJIb30BATENIel W TPYIIBI, MCIOIb3ys MMapaMeTphl -sers U -groups, Kak OmmcaHo B paszene “OrpejeneHubii Habop
OJIb30BaTe e U TPYIIIT .

2.1.1 Hacrpoiika ayteHTudmkauum nonb3osatens LDAP

B Ta6.HI/ILIe OIIMCAHbl CBOICTBa 1 3Ha4Y€HUsI, KOTOPbIE HeO6XO,ZLI/II\AO 3HaTb JJIsd HaCTpOfIKH ayTeHTI/Id)I/IKaHI/II/I

LDAP.

Important: Eciau ocraBuTh ycTaHOBJIEHHOE II0 YMOJYaHUIO 3HadeHue false st bindAnonymously, Heo6XomuMO
yOeInThCs, YTO ¥ Bac ecTh uMs 1 napojb LDAP-menemkepa. Eciin 6yier ucnosb3oparbes SSL, Heo6X0auMo yoeuThCs,
9TO CepTU(UKAT U KJIOUN K HEMY YCTAHOBJIEHBI
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Tnasa 2. Pacmupennbsle mapaMerpbl 6e3onacHoctu giist Ambari

Tabmuna2.1.:  CeoiicrBa W  3Ha4YeHUs]  JJIsd  HACTPOUKHU
ayrearudukanuu LDAP
CeoiicTBo 3HauveHue Onncaxne
authentication.ldap. primaryUrl server:port Nmsa xocra u mopr gius  LDAP  wim

cepeepa Active Directory (AD). IIpumep:
my.ldap.server: 389

authentication.ldap. secondaryUrl server:port Nms  xocra ®W TOPT It BTOPUIHOTO
ceppepa LDAP wm  AD. Ilpuwmep:
my.secondary.ldap.server: 389
Heobsizaresbublit mapamerp

authentication.ldap. useSSL true or false Ecin 3nagenue true — ucnosnpzoBars SSL mpu
nojksrodernn K LDAP wim cepsepy AD

authentication.ldap. [LDAP attribute] ATpubyT mua mMeHn moab3osaTesd. 1lpmmep:

usernameAttribute uid

authentication.ldap. baseDn [Distinguished Name] root  Distinguished Name momcka B

Karajore i noJb3oBareneii.  [Ipumep:
ou=people,dc=hadoop, dc=apache,dc=org

authentication.ldap. referral [Referral method] Ompenensier HEOOXOINMOCTD CJIeIOBaTh
pexkomenarmsym LDAP

authentication.ldap. true or false Ecnn 3madenuwe true — mnpuBa3aTbh cepBep

bind Anonymously LDAP uiu AD anonumuo

authentication.ldap. managerDn [Full Distinguished Name| | Ecimm mas mapamerpa «Bind anonymous»
ycraHoBjieHO 3HavdeHue «falses, «Distinguished
Name» («DN») JJIST MeHe/Kepa.

IIpumep: uid=hdfs,ou=people,dc=hadoop,
dc=apache,dc=org

authentication.ldap. [password] Ecimm nna mapamerpa «Bind anonymouss

managerPassword yCTaHOBJIEHO 3HadeHue «false», maposb s
MEHEKEPa,

authentication.ldap. [LDAP Object Class] Kiacc obbekra mist mosib3osareneii. [Ipumep:

userObjectClass organizationalPerson

authentication.ldap. [LDAP Object Class] Kimacce obbekra gyt rpymm.  [Ipumep:

groupObjectClass groupOfUniqueNames

authentication.ldap. [LDAP attribute] ATpubyT  UpUHAJIEKHOCTH K IPYIIIE.

groupMembershipAttr IIpumep: uniqueMember

authentication.ldap. [LDAP attribute] ATpubyT UMEHU IPYIIIIBI

groupNamingAttr

2.1.2 Hactpoiika Ambari gnsa ncnonbsosanus LDAP-cepsepa

Important: Ecuu ucnonssyerca LDAPS, u ceprudurar cepsepa LDAPS nomnucbiBaercst JOBEPEHHBIM IEHTPOM
cepTudUKAIKN, TO HET HEOOXOAMMOCTH UMIIOPTUPOBAThL ceprudukar B Ambari, u mosroMy maHHBIA pa3jen cieiayer
UTHOPUPOBATH

Ecim cepsep LDAPS — camono iiucanHblii cepTUDUKAT WK [TO/IIMCAH HEOTIO3HAHHBIM IEHTPOM CEPTH(DUKAIINAH,
TaKUM KaK BHYTPEHHUI IEHTD cepTuduKanum, HeoOX0ANMO UMIIOPTUPOBATH CEPTU(MUKAT U CO3IATH (Dailyl XPAHUJIHIIA
kjoveit. B coeyromem npumepe coznaerca daitn xpanuimiia kiodeit B daitie /keys/ldaps-keystore.jks, Ho ero MoxKHO
co3nmath B JI000M MecTe daitinoBoii cucrembl. s sToro ciemyer 3anyctuth komauay nactpoitku LDAP ma cepsepe
Ambari u orBeTHUTH HA BOIPOCHI:
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2.1. Hacrpoiika Ambari mis ayrearudukainun LDAP ummn Active Directory

10.
11.
12.

13.
14.
15.
16.

17.
18.

. Mecro, re KaTaJjor KJodeil He CyIecTBYeT, HO B KOTOPOM JIOJI?KEH ObITH CO3/IaH:

mkdir /etc/ambari-server/keys

.| $JAVA_HOME/bin/keytool -import -trustcacerts -alias root -file $PATH_TO_YOUR_LDAPS_CERT -keystore /etc/

—ambari-server/keys/ldaps-keystore. jks

3a1aTh TaposIb, KOTOPBIH OyIeT MCIIOIb30BATHCSA IPU HACTPOiiKe ambari-server-ldap, npu mosiBJIEHUN 3aIpoca:

ambari-server setup-ldap

. B zampoce “Primary URL*’ Beectn IP/URL-anpec u nopr cepsepa (IIpumep: myldap.com:389). Tpebyrorcs

3HAYEHUS, OTMEUEeHHbIE 3BE3T0TKOM.

B zamnpoce “Secondary URL*’ Beectu IP/URL-azpec Bropuunoro cepsepa wu uopr (IIpumep:
myldap-secondary.com:389). HeobsizaresibHblil napamerp.

B zanpoce “Use SSL*” BeecTu cBoe 3Hadenue. IIpu ucnosnbzosanuu LDAPS BeecTu snadenue true.

B zampoce “User object class*” BBectu kiacc 00beKTOB, UCIOIB3yeMbIi Jjisi nosb3oBareseil (IIlpumep: user).

B sampoce “User name attribute*”

YCTAHABIUBAETCS — Uid.

Bectu cBoe suadenue (IIpumep: sAMAccountName). Tlo ymomuanuio

B zanpoce “Group object class*” Beectn Kiacc 06beKTa, UCHOJAb3yeMblii 1yst rpynn (ITpumep: group).
B zampoce “Group name attribute®” seectu arpubyT umenu rpynnst (IIpumep: CN).

%99

B zampoce “Group member attribute™” BBectu arpubyT nupunajyexkuocru K rpyuue (Ilpumep: member).

E3Y

B sampoce “Distinguished name attribute*” seectu arpubyT, ucnonssyembiii mis distinguished name (Ilpumep:

distinguishedName).

B zanpoce “Base DN*” gectu cBoe 3navenue (IIpumep: CN=Ambari,0U=Hadoop, DO=EXAMPLE,DC=COM).
B sanpoce “Referral method*” seectn follow wnm ignore nmepenaan LDAP.

B zanpoce “Bind anonymously*” BeecTu cBoe sHaueHwue.

B zanpoce “Manager DN*” specTr cBoe 3HAUEHHE B TOM CaIydae, ecau B 3anpoce “Bind anonymously” ycranosieno

suavenue false (IIpumep: CN=admin,OU=Hadoop,DC=EXAMPLE,DC=COM).

B zampoce “Enter the Manager Password™” sBectn mapoas DN menemxepa LDAP.
Ecau na mare 6 ycranosseno 3uadenue Use SSL = true, MOSIBUTCS CIIeLyIOMIAN 3a1IPOC:
Do you want to provide custom TrustStore for Ambari?

BosMmokHBI citemytonue BApUaHTBI OTBETOB:

BoJjiee 6e3omacHbIil BapuanT. Ecan ucnoimb3yeTcss caMOTOANMCAHHDBIN cepTHudUKAT, KOTOPBIA BBl HE XOTUTE
UMIIOPTUPOBATh B CyIECTBYOIIee Xpanuuiie kiwoueil JDK, ciieyer BBecTn 3HaUYEHUE .

Hanpuwmep, B citydae, ecjiv Bbl XOTUTE, 9TOOBI JAHHBIH cepTU(MUKAT UCIIOIB30BAJICA TOJbKO Ambari, 6e3 npyrux

npuioxkennit, 3amymenabix JDK ma ToM ke y3ie.

Ecnu BeiOupaercs 9ta OIS, TO MOSIBITCS JOIOJHUTEIHLHBIE 3aIIPOCHL:
B sampoce “TrustStore type” BBectu jks;

B zanpoce “Path to TrustStore file” BBectu /keys/ldaps-keystore.jks (wnu dakruaeckuii my s K dbaiiry Xpanuamnga
KJTI04eit);

B zampoce “Password for TrustStore” BBecTn mapoJsib st XpaHUIAIIA KJIIOIEi.

Menee GezomacHbIii BapuaHT. Ecju HUCIOJIb3yeTcss CAMOIIOIIACAHHBIN CePTU(MHUKAT, KOTOPBIA BbI XOTHTE
MMIIOPTUPOBATH U XPAHUTD B CYIIECTBYIOINEM KitodeBoM xpanunuimie JDK, BBeguTe 3nadenue n.
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Tnasa 2. Pacmupennbsle mapaMerpbl 6e3onacHoctu giist Ambari

e IIpeoGpazoBars ceprucpukar SSL B popmar X.509, eciiu 310 HEOOXOAMMO, BBIIIOJHUB CJIEYIOIIYI0 KOMaHILY, Ile
<slapd.crt> — myTsb K ceprucpukary X.509:

openssl x509 -in slapd.pem -out <slapd.crt>

e mmoprupoBats ceprudukar SSL B cymecTByomiee XpaHUIUINE KI0Yell, HAIPUMED, XPAHWIAIE CepTU(hUKATOB
jre 10 yMOJTYAHUIO, UCIOJIB3Ysl CJIEYIONYI0 KOMAH/TY:

/usr/jdk64/jdk1.7.0_45/bin/keytool -import -trustcacerts -file slapd.crt -keystore
/usr/jdk64/jdk1.7.0_45/jre/lib/security/cacerts

[ne Ambari macrpoen gy ucnosbzoBanus JDK 1.7, mostomy ceprudukar J0/KeH OBITH WUMIIOPTHPOBAH B
xpannnuiie Kiaodeit JDK 7.

19. IIpoBepuThb Bce HACTPOUKU, U €CJIU OHU BEPHBI, BHIOPATH 3HAYUCHUE Y.
20. 3aIycTuTh WM E€Pe3aIyCTUTh CEPBEP:
ambari-server restart

VIMIOopTHPOBAHHBIM MTOJIB30BATEJISIM HA3HAYAIOTCS IpaBa moab3oBaTesis Ambari. OHu MOTyT 9uTATh METPUKH,
[IPOCMATPUBATL CTATYC U KOH(MUIYPAIMIO CEPBHUCOB, & TaK Ke [POCMATPUBATHL WH(MOPMAIMIO O 3aJaHuu. 1TOObI
[TOJTL30BATENIM MOTJIN 3aIlyCKATh WJIA OCTAHABJIUBATH CEPBUCHI, MEHSTh KOH(PUIYpAIUA U 3AIyCKaTb smoke tests, um
HeOoOXO/IMMO HA3HAYNTH MpaBa aaMuHucTparopa Ambari. [ljis BHeceHuWs MaHHBIX W3MEHEHUI CJIEAyeT MEePedTH II0
nyakTam Mmerio “Manage Ambari — Users — Edit”.

Mpumep koHcurypauyum Active Directory
B Directory Server wucnons3yiorcs crenuajgbHBIE KJACCHI OOBEKTOB U aTPUOyTHI JIJIsi XPAHEHUsI

nieHTHUKATOPOB. B manHOM pa3zese B KadecTBe mpuMepa 0ToOpazkaroTcs KoHdurypaimn, xapakrepubie mis Active
Directory.

Tabmuna2.2.: [Ipumep kouduryparumun AD

3anpoc (3HayeHune No ymondaHuo) Mpumep 3HaueHnii gns Active Directory
User object class* (posixAccount) user

User name attribute* (uid) cn

Group object class* (posixGroup) group

Group member attribute* (memberUid) Member

Distinguished name attribute® (dn) distinguishedName

2.1.3 CunxpoHusauus nonb3osatenet n rpynn LDAP

Hust cuaxpornzaruu LDAP #HeobxommMo 3amycTUTh KOMAH/IY U OTBETUTH HA 3aITPOC:

ambari-server sync-ldap [option]
Important: i BoimosHenus: onepanyun HeoOX0IUMO 3amyCcTuTh cepBep Ambari

e [Ipu nostBiIeHNN 3ampoca HEOOXOJAUMO MPEJIOCTABUTD yUeTHBIE aHHbIE aJiMIHACTpaTopa Ambari;

e IIpu cunxpouuzamuu LDAP Jjioka/ibHBIE yYeTHBIE 3allMCU TOJIH30BATENEH C COBIAJAIONIAMU UMEHAMU OyIyT
nepeksouarbesd Ha tun LDAP, yro o3madaer, uro ux ayrenrudukannsg Oymer AeficTBOBATHL IPOTUB BHEIIHErO
LDAP, a He B JI0KaJbHOM XPaHUJIUIIE OJIb30BaTeaeil Ambari;
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2.2. Hacrpoiika Ambari gma Non-Root

e LDAP cunxponmsupyer g0 1000 mosib3oBaresnieii. Eciaum Bbl Iianupyere wumiopTupoBarh 6osiee 1000
TOJTb30BaTe e, HeOOXOIUMO IIPY CUHXPOHHU3AINHU KCIIOJIb30BATEH ONIMI0 —USETs U yKa3aTh OTMUIBTPOBAHHBIHI
CITUCOK TIOJIB30BaTE e It BBHITOJTHEHUS UMIIOPTA TTAKETAMH.

VTuanra nmpeaoCcTaBiIsieT TPA BaAPUAHTA CUHXPOHUIAIINN:
e Oupesesennblii HAOOP I0JIB30BaTE I U IPYIII;
o CuHXpOHM3AIUs CYIIECTBYIONIUX MoJib3oBaTe et u rpynn B Ambari ¢ LDAP;
e Bce nosib3oBaTesn u rpymims.

ITo 3aBepIIEHNIO CHHXPOHU3AIMN HEODXOAUMO IIPOBEPUTH (DAMIIbI 2KYPHAJIOB HEYJAATHBIX IIONBITOK UMIOPTA HA
/var/log/ambari-server/ambari-server.log na xocre cepsepa Ambari.

2.1.4 OnpepgeneHHbli Habop nosnb3oBaTenein U rpynn

Jljisi CHMHXpOHM3AIMK OIpe/ie/IeHHOro Habopa mosb3oBareneir u rpynn n3 LDAP B Ambari meobxommmo
HCIOJIB30BATh [IapaMeTp:

ambari-server sync-ldap --users users.txt --groups groups.txt

Jlajiee ciiejiyeTr IpejoOCTABUTb TEKCTOBBIN hailyl 1Mojib30BaTeiell U TPYII, PA3JIEJeHHBIX 3allATBIMU. JAIMCHA B
KaKJI0M U3 9TUX (baIU/IJIOB JOJI2KHBI OCHOBBIBATBHCA Ha SHAYCHUAX anI/I6yTOB B LDAP, BbI6paHHbIX BO BpeMs yCTaHOBKU.
g daitna users.trt momxen ucnosb3oBarbest aTpudyT “User name attribute”, a mrs daitna groups.tet — “Group name
attribute”. 9ra KomaHIa HaAAET, UMIOPTUPYET U CUHXPOHU3UPYeT coorBeTcTByIomue 00bekTel LDAP ¢ Ambari.

YjieHCTBO B Ipyllle OlpeJessieTcs ¢ MoMobio arpubyra “groupMembershipAttr”, ums monb3oBaTesas — ¢
momoIbio arpudyra “usernameAttribute”, ykazanubix Bo Bpemsi HacTpoiiku LDAP.

2.1.5 CyuwecTtByloume nonb3oBaTenn v rpynnol

Iloce cuHXpoOHM3aIMU ONMpEIEeIEHHOr0 HAbopa MOIb30BaTENIEH U TPYII, CJAEAYIOMAI TapaMeTp UCIOIb3yeTCs
JJIsE CHHXPOHU3AIINN TOJIBKO TeX 00beKTOB, KOTopble HaxoiaTca B Ambari ¢ LDAP:

ambari-server sync-ldap --existing

Hecymecryrone 8 LDAP nosnbsoBaresu yaaisitorcst u3 Ambari, a wiencrso B rpymie Ambari obHOBIsIeTCsE
1o coorBercTBrust LDAP (wieHCTBO B rpyIIIIe OIpeIesiseTcs ¢ IoMoIbio arpubyra “groupMembershipAttr”, ykazanaoro
Bo Bpems HacTpoiiku LDAP).

2.1.6 Bce nonb3oBaTtenun n rpynnbl

B ciiyuae Heo6XOAMMOCTH CHUHXPOHM3aIMU BcexX moJib3oBareseil u rpymnn ¢ LDAP B Ambari ucnonssyercs
CJICAYIOUH ITapaMeTp:

ambari-server sync-ldap --all

DTO JieficTBAE UMIIOPTUPYET BCE O0BEKTHI C COOTBETCTBYIONUME KJaccaMu moJib3osareseit u rpynn LDAP B
Ambari.

2.2 Hactpoiika Ambari gns Non-Root

B 1mesisix 6e30macHOCTH 9KOCHCTEMbBI OIPDAHUYIEHUE JOCTYIIA U CEPBUCOB, BBIMOJIHSIEMBIX C IIPABaMU T00t, sIBJISETCsI
xecTkuM TpeboBanmeM. st atux cpen Ambari moxer 6bITh HacTpOEHA [UTst pabOTHI 6e3 JocTyma root. KommoneHTh
Ambari Server u Ambari Agent obecieauBaior pabory 6e3 mpas r00t:
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Tnasa 2. Pacmupennbsle mapaMerpbl 6e3onacHoctu giist Ambari

e Hacrpoiika Ambari Server s Non-Root;

e Hacrpoiika Ambari Agent jys Non-Root.

2.2.1 Hactpoiika Ambari Server pna Non-Root

s macrpoiiku 3anycka Ambari Server or nosb3oBaress (6e3 1pas root) BO BpeMs IIPOIECCa HACTPORKH
ambari-cepBepa HeOOXOIUMO BHIOPATEH 3HAUEHHE V TIPU 3AIIPOCE:

Customize user account for ambari-server daemon?

B mporecce ycTaHOBKH IIpejjiaraeTcst NCHOJAb30BATDh JIJIsl II0JIb30BaTe s, He sBisionierocs root, Ambari Server,
Hampumep: ambari.

[Tonp3oBaTenn 6e3 mpaB T00t, KOTOPBIN BHIOpaH I 3ammycka cepsBepa Ambari, go/KeH BXOAWTH B TPYIIIY
Hadoop. Dta rpynmna J0JKHA COOTBETCTBOBATH yYETHBIM 3amucsM ciy:kObl Hadoop, ykasaHHBIM Ha BKJIAJIKE
“Customize Services — Misc tab” Bo BpeMsi 3rama HACTPOWKM MacTepa yCTAHOBKU. VIMsi IpyIIbl, 3aJatolieecsi 1o
yMogaHuio — hadoop. Fcim Bo Bpemst ycTaHOBKHY KJtacTepa HA3BAHUE IPYIIIIBI ObLIO U3MEHEHO, HEOOXOIUMO YOeuTh s,
9TO MOJIb30BATE]b, HE SIBJISIIOIIUICS TTOJIB30BaTEIeM 700t, BXOJUT B JAHHYIO TPYIIILY.

Ecmmu Ambari Server paboraer Kak mMmoJsb3oBaTenab 6e3 mpaB root, Hampumep, ambari, W ITAHUPYETCS
ucroyibzoBarh Ambari Views, HeoOxoaumMo 100aBUTh cjeayomue cBoiictBa B “Services — HDFS — Configs —
Advanced core-site”:

hadoop.proxyuser.ambari.groups=*
hadoop.proxyuser.ambari.hosts=x*

2.2.2 Hactpoiika Ambari Agent ansa Non-Root

Ambari Agent MoOXXHO HACTPOWUTDL JJIsT 3aIlyCKa OT MOJb30BaTens 0e3 mpaB root. msa sroro Tpebyercst
CHeNnUaIbHBINA JTOCTYT sudo K yueTHbIM 3anucamM cepsuca Hadoop u BBITIOJHEHUST OTPE/IEIEHHBIX TPUBUIETTPOBAHHBIX
koman. Hacrpoiika arenroB Ambari jjis paborel B KadecTBe non-root Tpebyer pydHOI yCTAaHOBKH areHTOB Ha
BCex yasax Kjacrepa (cM. pykoBogacTso “Uncrpykimsa no ycranoske kjacrepa’). Ilocae yCTAaHOBKU KasKJIOrO areHTa
HEeOOXO/IMMO HACTPOUTH AreHTa i 3allyCKa KaK I0JIb30BaTesiss 0e3 mpasBa root. B maHHOM mpuMmepe HCIOIb3yeTcst
[I0JIb30BATENb ambari.

Heob6xonnmo usmennts B daitne /etc/ambari-agent/conf/ambari-agent.ini cBoficTBO Tun_ as_ user:
run_as_user=ambari
Hastee 111 ctapra paboTHL OT TOJIB30BaTE s 6€3 oJTHOMOYMIT T00t Heobxonumo nepesanyctutb Ambari Agent.

st 3a1mycKa Ompe/Ie/IeHHbIX KOMaH I, TPEOYIOINX JIOMOJIHATEIbHBIE IPaBa, YCTAaHABINBAEMbIE B KOH(MDUTYparun
Sudoer, dyukus non-root ocHoBbiBaercs Ha sudo. Kondurypamust sudo pasjejieHa Ha 4YacTU: HaCTpauBaeMble
[T0JIb30BATE/IM, HEHACTPANBaeMble I10JIb30BaTe/ U, KOMAH/Ibl U 3HAYEHUs] SUud0 110 YMOJIIAHUIO.

B mociremyronux pazmesax OmMMCaHO KakK CAedyeT HACTpamBaThb sudo, 9To0bl mo3BoMTh Ambari zamyckarbest
OT T0JIh30BaTe st 0e3 npaB root. Kaxkaplil u3 pa3iesoB BKJOYAET ONPEIeeHHbIE 3alIucu sudo, KOTOPble HeOOXOIMMO
LOMECTHUTH B /etc/sudoers U 3allyCTUTh KOMAHILY:

visudo
HactpauBaemble nonb3oBatenn

JaHubIit pa3aen comep:KUT KOMaHIbI “‘su” W COOTBETCTByIOmME ydeTHble 3amucu cepsuca Hadoop, xKoTopbre
HACTPAMBAIOTCS IPU yCTAHOBKE:
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2.2. Hacrpoiika Ambari mist Non-Root

# Ambari Customizable Users

ambari ALL=(ALL) NOPASSWD:SETENV: /bin/su hdfs #*,/bin/su ambari-qa *,/bin/su ranger *,/bin/su zookeeper *,/
—bin/su knox *,/bin/su ams *,/bin/su hbase *,/bin/su spark *,/bin/su hive *,/bin/su hcat *,/bin/su mapred,,
—*,/bin/su oozie *,/bin/su tez *,/bin/su atlas *,/bin/su yarn *,/bin/su kms *

VderHbIE 3aIIUCH TTOJIL30BATEIEN JOIPKHBI COOTBETCTBOBATH YIETHBIM 3aIIUCAM CEPBEPOB, YKA3AHHBIM Ha BKJIAJIKE
“Customize Services — Misc tab” Bo Bpems 3rama HacTpoiiku Macrepa ycranoBku. Hampumep, eciim YARN nactpoen
JLJISL 3AIIYyCKa KaK TYz_ yarn, HeoOXOAUMO U3MEHUTh KOMaHLy su Ha /bin/su xyz_yarn.

HeHaCTpaVIBaeM blé noJsib3oBatenn

JlaHHBIN pa3esl COMEp:KUT KOMAHJbI “Su”’ JJIsi CUCTEMHBIX yYEeTHBIX 3alliceil, KOTOPbIe HEJIb3sd M3MEHUThb, U
KOTOpBbIE TPeOYIOTCS TOJBKO B TOM ciydae, ecim uctosb3dyercs MySQL, ycranosienusiit u yunpasiasembrit Ambari
s Hive Metastore. Ecim ncnonb3yercs cymecrByromas 6a3a mannbix MySQL, PostgreSQL wim Oracle g
Hive Metastore, Bxirouars JlaHHBIE KOMAHIBI HET HEOOXOIMMOCTH.

# Ambart Non-Customizable Users
ambari ALL=(ALL) NOPASSWD:SETENV: /bin/su mysql *

Komanpgbl

KON[&H,ZU)I, KOTOpPBIEC JOJIZKHBI BXOJIUTH B CTaHAAPTHBIC OII€palluy areHTa:

# Ambari Commands

ambari ALL=(ALL) NOPASSWD:SETENV: /usr/bin/yum,/usr/bin/zypper,/usr/bin/apt-get, /bin/mkdir, /usr/bin/test,
< /bin/1n, /bin/chown, /bin/chmod, /bin/chgrp, /usr/sbin/groupadd, /usr/sbin/groupmod, /usr/sbin/useradd, /
—usr/sbin/usermod, /bin/cp, /usr/sbin/setenforce, /usr/bin/test, /usr/bin/stat, /bin/mv, /bin/sed, /bin/rm,
— /bin/kill, /bin/readlink, /usr/bin/pgrep, /bin/cat, /usr/bin/unzip, /bin/tar, /usr/bin/tee, /bin/touch, /
—usr/bin/distro-select, /usr/bin/conf-select, /usr/phd/current/hadoop-client/sbin/hadoop-daemon.sh, /usr/
—1ib/hadoop/bin/hadoop-daemon.sh, /usr/lib/hadoop/sbin/hadoop-daemon.sh, /sbin/chkconfig gmond off, /sbin/
—chkconfig gmetad off, /etc/init.d/httpd *, /sbin/service phd-gmetad start, /sbin/service phd-gmond start,
—/usr/sbin/gmond, /usr/sbin/update-rc.d ganglia-monitor *, /usr/sbin/update-rc.d gmetad *, /etc/init.d/
—apache2 *, /usr/sbin/service phd-gmond *, /usr/sbin/service phd-gmetad *, /sbin/service mysqld *, /usr/
—bin/python2.6 /var/lib/ambari-agent/data/tmp/validateKnoxStatus.py *, /usr/phd/current/knox-server/bin/
—knoxcli.sh *

# Ambari Ranger Commands

ambari ALL=(ALL) NOPASSWD:SETENV: /usr/phd/*/ranger-usersync/setup.sh, /usr/bin/ranger-usersync-stop, /usr/
—bin/ranger-usersync-start, /usr/phd/*/ranger-admin/setup.sh *, /usr/phd/*/ranger-knox-plugin/disable-knox-
—plugin.sh *, /usr/phd/*/ranger-hbase-plugin/disable-hbase-plugin.sh *, /usr/phd/*/ranger-hdfs-plugin/
—disable-hdfs-plugin.sh *, /usr/phd/current/ranger-admin/ranger_credential_helper.py, /usr/phd/current/
—ranger-kms/ranger_credential_helper.py

Important: He usmensiiTe cnmcKm KOMaH], TOJBLKO HMEHA II0JIb30BATEJEl MOI'YT OBITH W3MEHEHBI B pasielie
«Customizable Users»

1t TOBTOPHO#N MTeparuy HeOOXOANMO BBITTOJTHUTH JTAHHYI0 KOH(MUTYPAIHIO sudo Ha KaxXKJIOM y3Jje KJacTepa.
Y0061 yOEIUTHCS, ITO KOH(MUTYPAITUS BBITOJTHEHA MPABUIBLHO, CJAEAyeT BBIMTOJHUTH ‘SU’ I moJb30oBaTens ambari
u 3arycTuTh sudo -I. TaM MOXXHO POBEPUTDH, HET JIM IIPEJIYIIPEXKIEHU, U yOeUThCsl, YTO Pe3yJIbTaT KOHMUrypaIuu
COOTBETCTBYET TOJBKO UTO IIPUMEHEHHOMY.
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Tnasa 2. Pacmupennbsle mapaMerpbl 6e3onacHoctu giist Ambari

3HaveHus Sudo no ymonuauuio

Hexoropsre Bepcun sudo mmeroT KOHMDUTYPAIAIO IO YMOJIAHUIO, KOTOPas IPEIOTBPAIAET BbI30B sudo U3 He
MHTEPAKTUBHON 0007109Kn. Y TOOBI areHT BBIMOJIHSI KOMAHIbI HE NHTEPAKTUBHO, HEKOTOPBIE 3HAYEHNUSI 110 yMOJIIAHUIO
HEOOXOIMMO TIEPEHACTPOUT.

Defaults exempt_group = ambari
Defaults !env_reset,env_delete-=PATH
Defaults: ambari !requiretty

11 MOBTOPHON mTepanuu HeoOXOIMMO BBIIOJHUTD JAHHYIO KOH(MUIYpAIuio sudo Ha KaXKJIOM y3Jie KJIACTePA.
Yrob6b! yOeauThCst, ITO KOH(MUTYPAIHS BBITOJTHEHA MTPABUIBHO, CJIEIyeT BBIOJIHUTEL “‘su” [JIg moab3oBarens ambari
u 3amycTuThb sudo -l. TaM MOXXHO TTPOBEPUTH, HET JIN MPEIYIPEXKICHNN, U YO IUTHCsI, ITO pe3yabTaT KOHMUTypaImn
COOTBETCTBYET TOJIBKO UTO IIPUMEHEHHOMY.

2.3 WndposaHue 6a3bl aaHHbix 1 naponeii LDAP (onumoHnanbHo)

Tlo ymosruanuio mapoau jgocryna K 6ase manabix Ambari u LDAP-cepBepy XpaHaTcss B IPOCTOM TEKCTOBOM
daite. ns 3ammudpoBKu maposeil HeoOXOINMO 3allyCTUTD CIIENUAJIBHYI0 KOMAH/IY HACTPONKI.

Important: Bo Bpems mmudposanus naposeit Ambari Server He J10/2KeH ObITH 3aILyIeH: JIMOO BHECTU M3MEHEHUsI
nepeJi IepBbIM 3aIlyCKOM cepBepa Ambari, MO0 OCTAaHOBUTH CepBEP IS BHECEHUs] U3MEHEHU

1. Ha Ambari Server 3amycTurh KOMaHJLy HACTPOIKM:
ambari-server setup-security
2. Ilpu 3ampoce “Choose one of the following options” BeiOpars BapuanT 2:
o [1] Brutounts HTTPS mis cepsepa Ambari;
e [2] HIudporars maposnu, xpausinmecs B daiine ambari.properties;
e [3] Hacrpoiika kordurypanun JAAS Ambari kerberos;

3. JIBaxkjpl BBECTH KJIOY JiIs I poBaHus maposieii (ecam maposn 3amudpoBaHbl, HEOOXOAUM JOCTYI K KJII04Y,
41005 3amycruts Ambari Server).

4. Ectp Tpu BapuaHTa COXPaHEHUS KJTIOYA:

e llepenecure ero B daitsr Ha cepBepe, HAXKaB § B CTPOKE;

e Cozmats mepemennyio cpery AMBARI SECURITY MASTER KEY u ycTaHOBUTD Ha Hee KJIIOW,
e BpyuHyio BBECTH KJIIOY B KOMAHJIHOW CTPOKE IIPH 3aIlyCKe CEPBEpa.

5. Banycrurh uiau nepesamnycrurb Ambari Server:

ambari-server restart

2.3.1 Copoc wudpoBaHus

C6poc mudpoBaHus BO3MOXKEH B CJIEYIONUX CJIYIAIXK:
e [lomnoe yrnanenue mudpoBaHue;

e ll3mMeHeHne TEKYIIEro MacTep-KJIo4da MOTOMY, 9TO KJIFOY 3a0bIT, JUOO JJisi CMEHBI TEKYINEero KJ0da B IEJIsX
0E30I1aCHOCTH.
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2.3. Iudposanue 6a3bl ganHbIX 1 naposeit LDAP (onnuoHansHO)

Important: Bo Bpemst copoca mudposanus Ambari Server He H0JzKeH OBITH 3aITyIIEH

MonHoe yganenune wincposaHus

st BocctanoByienus 6a3bl ganabix Ambari u naposeit LDAP 10 mosHOCTBIO He3ammdbpOBAHHOTO COCTOSTHUS
HEOOXO/IMMO BBIIIOJIHUTD CJIE/LYIOIINe JTeHCTBUS:

1. Ha xocre Ambari B TekcroBoM peigakTope OTKpLIThL dailn /etc/ambari-server/conf/ambari.properties u

YCTaHOBUTH CBOMCTBO:
security.passwords.encryption.enabled=false
VYiamurTh:
/var/lib/ambari-server/keys/credentials. jceks
ViamTh:

/var/lib/ambari-server/keys/master

CopocuThb napoJib 6a3bl JaHHBIX U, IpU HeobxoaumocTH, naposib LDAP. 3anycrurs macTpoiiky “ambari-server”
(em. paznen “IMudposanue 6aspl gannbix u naposeit LDAP (onnuonansno)”) u “setup-ldap ambari-server” (cm.

pazzen “Hacrpoiika Ambari mis ucnosnbzosanus LDAP-cepsepa”).

N3meHeHne TekyLiero macrep-kato4a

1.

B ciiyaae eciiun Teky1muit MacTep-KIIOY U3BECTEH, JJIsl €r0 N3MEHEHNsT HeOOXO0IMMO TTOBTOPHO 3aIlyCTUTh KOMAHLY
HACTPOUKY MHU(MPOBAHUS U CJIETOBATH MHCTPYKITHIM:

ambari-server setup-security

s IPEJIOZKEHHbBIX BapUaHTOB BbI6paTb 3HavUeHne 2:

o [1] Brutounts HTTPS mis cepepa Ambari;

o [2] IlIudposars naposu, xpansmuecs B daitie ambari.properties;

e [3] Hacrpoiika kordurypanun JAAS Ambari kerberos;

2.
3.

ITpu 3ampoce BBeCTH TEKyIMii MacTeP-KJIIOY;

B zampoce “Do you want to reset Master Key” BBecTn 3nauenue yes;
B komaH1HOI CTPOKe BBECTU HOBBIII MACTEP-KJIIOY U ITOJITBEPIUTE €ro.
B ciayuae ecau Tekymuii MacTep-KJI0Y HEU3BECTEH:

HonuocTeio yaaaurs mudposanue (cm. pasger “Tlosmoe ynanenue mudposanug’);

IIpoussecTu HACTPOIKY MacTep-Kimo4ya (KaK OIHMCAHO B HAYAJE TEKYIIEro PasJielia):

ambari-server setup-security
SBamycTuTh win nepe3amycTuTh Ambari Server:

ambari-server restart
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Tnasa 2. Pacmupennbsle mapaMerpbl 6e3onacHoctu giist Ambari

2.4 Hactpoiika SSL gns Ambari (onunoHanbHo)

st orpanmdenus jgocTyna K ceppepy Ambari maa coeamnenmit HTTPS, meobxommMo mTpemocTaBUTh
ceprudukar. Hecmorps Ha TO, YTO IIEPBOHAYAILHO MOXKHO HCIIOJIB30BATH CAMOIIOJIMCAHHBIA cepTudUKAT, OH He
ITOJIXOIUT JjIst JaHHO# 3amaun. [locite Toro, Kak ceprudukar OyIeT yCTaHOBJIEH, HEOOXOAUMO 3aIlyCTUTh CIIEUAIbHY O
KOMaH/ly HaCTPOMKU.

Important: Bo Bpems nactpoiiku Ambari Server e J1o/i7KeH OBITH 3aITyIIeH: JUOO BHECTH M3MEHEHUsI [T€PeJT TIEPBBIM
3arryckoM cepBepa Ambari, 1u60 OCTAHOBUTEL CEPBEP [Jisl BHECEHMsT M3MEHEHMI

1. Boiitu ma xoct Ambari Server;

2. Haiitu ceprudukar. Ecim co3maercss BpeMeHHDIN CaMOITOAINCAHHLIN cepTudUKAT, UCIOJIH30BATH €0 B KATIeCTBE
npumepa:

openssl genrsa -out $wserver.key 2048
openssl req -new -key $wserver.key -out $wserver.csr
openssl x509 -req -days 365 -in $wserver.csr -signkey $wserver.key -out $wserver.crt

Tne $wserver — mmsa xocra cepsepa Ambari.

Ucnonsayemsrit ceprudurar gomken 66T PEM-3akomuposan, a ve DER-3akoauposan. Eciu mcnonms3oBaTh
DER-zakoqupoBaHHbIil cepTUMUKAT, BHIIAETCS CJAETYIONAs OITNOKa:

unable to load certificate 140109766494024:error:0906D06C:PEM routines:PEM_read_bio:no start line:pem_lib.c,
— :698:Expecting: TRUSTED CERTIFICATE

s xouBepranuu DER-3akomupoBannoro ceprudurara 8 PEM-3akoanpoBaHHbIil HEOOXOMMMO UCIIOJIb30BATH
CJIETYTONIYIO KOMAHJTY':

openssl x509 -in cert.crt -inform der -outform pem -out cert.pem
Tne cert.crt — DER-3akomupoBanubiit ceprudukar u cert.pem — urorosbiit PEM-koaupoBaHHbIil ceprudukar.
3. 3amycTuTh CHEUAIbHYI0 KOMAaHy HACTPOUKN U OTBETUTHh HA 3aIPOCHI:
ambari-server setup-security
e Buibparn 3nauenne 1 as Briaouenns HTTPS s cepsepa Ambari;
e Ha 3amnpoc “Do you want to configure HI'TPS?” orBetuts y;
o Bribpars nopr muist ucnonb3oBannsa SSL. Homep mopra, ycranoBieHHBIH 110 yMOTIaHAIO — 84435

e IlpemocraBuTh MOJNHBIN TyTh K daiiry ceprudurara ($wserver.crt from above) m daiisry 3aKpbITOrO Kiroua
($wserver.key from above);

e BBecTu nmapoJsib Jij1s 3aKpPLITOrO KJTIOUA;
e 3alyCTuTh WK TEePe3aNyCTUTh CePBEp:

ambari-server restart

2.5 Hacrpoiika Kerberos gns cepsepa Ambari (onuynoHanbHo)

Kora kiacrep sriouen ¢ Kerberos, koneunsie Toukn komrnonenta REST (rakme kak komrnorenT YARN
ATS) rpebyior ayrenruduxanun SPNEGO (cm. pasupen “Ayrenruduxanus SPNEGO nua Hadoop”).
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2.6. Hacrpoiika Truststore mst ceppepa Ambari

B saBucumocTu ot ceppucos B Kjacrepe Ambari Web nyxpaerca B gocryne K ganabiM API. Tak:ke, Takue

npejcraBienus, kKak Tez View, myxnatorcs B jgocryne K ATS. Tlostomy cepeep Ambari tpebyer npuniunasia
Kerberos s ayrenrudukanuu depes SPNEGO B ormomenun stux API. B namnom pasmerne omnmchiBaercs,
KaK HacTpouTh cepBep Ambari ¢ momompio npunnunana Kerberos u keytab, 9To0bI TIO3BOIUTD MPEICTABIECHUSIM
ayteatudunuposarbea depe3 SPNEGO no kommoneHTaM KaacTepa.

1.

L »®» N>

Cozgarp npuniunaia B KDC mis cepsepa Ambari. Hanpumep, ucnonssyst kadmin:
addprinc -randkey ambari-server@EXAMPLE.COM

Coznats keytab mjist 9TOTO MPUHITUIIATIA:

xst -k ambari.server.keytab ambari-server@EXAMPLE.COM

ITomectuts keytab na xoct cepepa Ambari. O6si3aTe/IbHO yCTAHOBUTD IIpaBa [1jist (bailjIoB, YTOOBI 3AILyCKAIOIIH
Ambari Server nosib3oBaTe b, MOT' OJYIUTD JOCTYI K dailiny keytab:

/etc/security/keytabs/ambari.server.keytab

OcranoButsb cepep Ambari:

ambari-server stop

3amycTuTh KOMaHIy Setup-security:

ambari-server setup-security

Bribpars 8 mys macrpoiiku Ambari kerberos JAAS;

Bsectn ums npunmunana Kerberos mist cepsepa Ambari, co3mannoro Ha 1 mare;
Beectu myTh K keytab nns npumanumnasa Ambari;

Ilepesanycrurs ceppep Ambari:

ambari-server restart

2.6 Hactpoiika Truststore gns cepsepa Ambari

IIpu ucnosp3zoBanun mudposanus a1s Hadoop meobxomumo mactpours Truststore Ambari u mobasurs

cepTuUKATHI.

Important: Bo Bpemst HacTpoiiku Ambari Server He j10J17KeH ObITh 3AITYINEH: JTUOO BHECTH U3MEHEHUS IIepeT IePBhIM
zaryckoM cepBepa Ambari, 1160 OCTAHOBUTHL CEPBEP JIJIsi BHECEHUST W3MEHEHMI

. Boiitu Ha xoct Ambari Server;

Bribpars 4 mjs Setup truststore:

Ha 3ampoc “Do you want to import a certificate into Truststore?” orBerurs y;
Beectu tunt Truststore. [lapamerpamu siBnsirores jks, jeeks mnn pks12;
VkazaTh myTh K daitny Truststore;

BBectn maposs gyt Truststore m momrBepautTh ero. I[laponb momken cojiep:KaTbh He MeHee 6 CHUMBOJIOB
(Ilpumevanue: mocseqaue TpU mara TpebyOTCs TOJLKO IIpU lepBUdHOil Hacrpoiike Truststore ays Ambari);

SamycTuTh nian nepesamnycrutb Ambari Server:
ambari -server restart

BermosiauTs HaCTpOiKY 6e30macHOCTH U BBIOPATH MyHKT § It UMIIOpTa ceprudukara B truststore.
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2.7 Hactpoiika gByctopoHHero SSL mexay Ambari Server u Ambari Agents
(onuunonanbHo)

IlBycroponnuii SSL obecrieunBaer mudpoBanne cBsi3u MexXy cepBepom Ambari u arenramu Ambari. Ilo
yMorganuo Ambari ornpasiisier JaHHBIE C OTKJIIOYEHHBIM JIBYyXCTOPOHHUM SSL.

Important: Bo Bpems nactpoiiku Ambari Server e JIo/i7KeH OBITH 3aITyIIeH: JUOO BHECTH W3MEHEHUsI [T€PeJT TIEPBBIM
3arryckoM cepBepa Ambari, 1u60 OCTAHOBUTEL CEPBEP JIsl BHECEHUST M3MEHEHMI

s Bouenus nByxcroponsero SSL reobxommumo:
1. Ha xocte cepBepa Ambari B TeKCTOBOM peliakTope OTKPBITH pailn /etc/ambari-server/conf/ambari.properties;
2. JlobaBuTh cjemayioliee CBOMCTBO:

security.server.two_way_ssl = true
3. Banycturh nian nepesamyctutb Ambari Server:

ambari -server restart

CepTI/I(l)I/IKaTbI areHTa aBTOMaTUYECKHU 3arpyKaloTCd BO BPEMsA PErucTpalnul areHTa.

2.8 Hacrtpoiika wndpos wu nportokosioB ana cepsepa Ambari
(onumoHanbHO)

Ambari obecrieqnBaeT KOHTPOJIb MHU(MPOB U ITPOTOKOJIOB, KOTOPbIE TOCTYIHBI Tepe3 Ambari Server.

YToObI OTKJIIOYATH OIpEJIeICHHbIE IMHMPHI, HEOOXOAMMO JI0DABUTH CHUCOK CJjedyiomero ¢opmara B
ambari.properties (Upu yKazaHUU HECKOJLKUX MIMMPOB, CJIEAYeT OTIECJNATh KaxKIbIH MudpP ¢ IOMOIMIBI0 HUKHErO
[OYEPKUBAHUS ) :

security.server.disabled.ciphers=TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

YT0oObI OTKJIOYUTL OIpeIeseHHbIE MTPOTOKOJIbI, HEOOXOAMMO J00ABUTH CIIMCOK CJIEAYIONmero ¢opmara B
ambari.properties (Ipu yKa3aHUU HECKOJBKAX IIPOTOKOJIOB, CJIEAYeT OTIEJNATh KAXKJBIH IIPOTOKOJ € IIOMOIIBIO
BEPTHUKAJILHON YepThI):

security.server.disabled.protocols=SSL|SSLv2|SSLv3

25



I'maBa 3

Ayrentudukamuga SPNEGO gjia Hadoop

Ilo ymomganuio moctyn k HTTP-cepBucam m mosib3oBaTebckoMy wuHTEpECy KiacTepa He HACTPOEH Ha
HeobxoauMocTh ayTeHTudukamuu. Ayrenrndukanuio Kerberos moxuo Hacrpourh st BeO-unrepdeiicos HDF'S,
YARN, MapReduce2, HBase u Oozie.

3.1 Hactpoiika cepsepa Ambari gna HTTP c npoBepkoii nogainHHoCcTn

s paboret Ambari ¢ kiracrepom, Tpebytormum ayrentudunuposanubiit HTTP-goctyn k BebG-unTepdeEiicy,
neobxomumo HacTpouTh cepBep Ambari mis Kerberos. Iloapobroe ommcanme HACTPOEK IMPUBEIEHO B pas3zeiie
“Hacrpoiika Kerberos s cepsepa Ambari (omuonasnsuo)”.

3.2 Hacrtpoiika HTTP-ayteHtudukauumn gnsa HDFS, YARN, MapReduce2,
HBase n Oozie

s macrpoiiku HTTP-ayrearudukamuu qis HDFS, YARN, MapReduce2, HBase u Oozie Heobxommmo
BBIIIOJIHUT CJIEYIOINNE JeHCTBUA:

1. Co3parh CEKpETHBIN KJIIOY, UCHOIB3YEMBIH Il MOIUCAHNST TOKEHOB ayTeHTH(UKAINUA. DTOT (hailyl JT0JKeH
coJlepKaTh CIIyJyaiiHble JJaHHbIE U Pa3MelaTbCs Ha KaykJIoM y3jie kKijacrepa. OH TakKe JIOJIXKEH IIPUHAJIEXKATH
mojib30BarTesisiM U rpynmnaMm hdfs, Bxogsimum B rpynny hadoop. IlpaBa M0JKHBI ObITH yCTAHOBJIEHBI Ha 44 0.
Hanpumep:

dd if=/dev/urandom of=/etc/security/http_secret bs=1024 count=1
chown hdfs:hadoop /etc/security/http_secret
chmod 440 /etc/security/http_secret

2. B Ambari Web nepeiitu no skinajgkam “Services — HDFS — Configs™;

3. JlobaBuTh mn U3MEHUTH CBOCTBa KoHburypamnuu B Advanced core-site, TpuBeJieHHbIE B TaDJIATIE.

26



I'maBa 3. Ayrenrunduramus SPNEGO gia Hadoop

Tabuna3d.1.: Hosbie 3Hauenust cpoiicTe KoHpurypamuu B Advanced

core-site
CeoiicTBo Hogoe 3HaueHue
hadoop.http.authentication.simple. anonymous.allowed | false
hadoop.http.authentication. signature.secret.file /etc/security /http _secret
hadoop.http.authentication.type kerberos

hadoop.http.authentication. kerberos.keytab

/etc/security /keytabs/spnego.service keytab

hadoop.http.authentication. kerberos.principal

HTTP/ HOST@ EXAMPLE.COM

hadoop.http.filter.initializers

org.apache.hadoop.security. AuthenticationFilterInitializey

hadoop.http.authentication. cookie.domain

mycompany.local

Berisiesiennblie B Tabiiniie 3amucu 3aBucat ot caiita. CoiictBo hadoop.hitp. authentication. cookie. domain ocHOBaHO
Ha TOJHOCTBHIO JOMEHHBIX HUMeHax cepBepoB B kKiacrepe. Hampumep, ecim FQDN Bamero NameNode —
host1.mycompany.local, To hasoop.http.authentication.cookie.domain noyizkeH OBITH yCTaHOBJIEH B mycompany.local.

4. CoxpaHUTh HACTPOIKHU U MEPE3AIyCTUTH COOTBETCTBYIOIINE CEPBEPA.
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