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Ornasnenue

B nmoxkymenTte mpuBenennr GyuKIimn 6e3onacnoctn  Hadoop, Takme Kak 6€30IACHOCTH IEPUMETPA,
ayTeHTU(OUKAIUSI, ABTOPU3AIMS, OTIYETHOCTb U 3aIUTa JTAHHBIX.

JIoKyMeHT MOXKeT OBITh TOJIE3eH AJMUHUCTPATOPAM, MPOrPAMMECTAM, pPa3pabOTIMKaM U COTPYIHUKAM
o/ipa3esiennii THGOPMAIMOHHBIX TEXHOJIOTHI, OCYIIECTBIIAIONINX BHEIPEHNE KJIACTEPa.

Important: KonrakrHast madopMalust ciryk0b! moaaepkku — e-mail: infoQarenadata.io
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I'maBa 1

Oyukiuu 6e3onacuoctu Hadoop

s opraHmsanuii, KOTOpble XpaHAT KOH(pUIEHIWAIbHBIE mgaHHble B 3kocucreme Hadoop, wmampmmep,
3alaTeHTOBAHHbIE UJIK [IEPCOHAJIBHBIE J[AHHbIE, KOTOPBIE OJJIe’KAT cob/roeHnio HopMaTuBHbiX TpeboBanuii (HIPPA
PCI, DSS, FISAM u r.1.), 6e301acHOCTb OYeHb BakKHa. MHOrMe OpraHu3aluy TakzKe JIOJIZKHbI IPUIEPKUBATHCS
CTPOroii BHyTpPEHHE! OJUTUKYN 0e30I1aCHOCTH.

Arenadata Hadoop (manee — ADH) obGecrieunBaer KOMILUIEKCHBIH IOAXO0J K GE30IIACHOCTH B CJIEIYIONIUX
KJTIOUEBBIX 00J1acTIX: O6€30MaCHOCTD MEPUMETPa, Ay TEHTU(MOUKAIIAS, ABTOPU3AITHSI, OTIETHOCTD, 3AINTa, JTAHHBIX.

1.1 Be3onacHocTb nepumeTpa

ADH nossosisier u3oiupoparh kjaacrep Hadoop ¢ momomipio Hmuio3a U NPaBUJIbHO HACTPOEHHBIX IPABUII
opanamayspa. ADH nomiep:kuBaeT CJIeIyIONIyI0 3alluTy IepuMeTpa.;

e Apache Knox Gateway;

o KimenTsl numnosa.

1.2 AyteHTudmkauyus

ADH upeocrasiisier eIMHYIO TOUKY ayTeHTU(UKAIIUI JJIs CEPBUCOB U [T0JIb30BATE e, KOTOPasi HHTEIPUPYETCsT
C CYIIECTBYIOIUMHU cucTeMaMu uiaeHTuduKanuu npeanpuatus u gocryna. ADH nompepxkuBaer ciemyromue ¢y K0b
Ay TeHTU(DUKAITIN:

e Kerberos;
e LDAP;
e JlokaspHasa cucreMa Unix;

e SSO (mo nepumerpy depe3 Apache Knox Gateway).

1.3 AsTopusauus (KoHTponb AocTtyna)

ADH upemocrasiisier (DyHKIUMH, TO3BOJISIONINE CUCTEMHBIM aJMUHACTPATOPaM KOHTPOJUPOBATH IOCTYI K
nauabiM Hadoop c¢ ucmosib3oBanmem apropusarun Ha ocHoBe posteit. ADH momumepkuBaer ciemyromme Moen
aBTOPU3AIINU:




1.4. OtuerHOCTH (AyAUT M MOHUTOPUHI GE30IIACHOCTH )

e BricokokauecTBEHHOE yIIpaBJIeHUE JIOCTYIIOM JJIsl JaHHBbIX, xpaHsnmuxcs B HDFE'S;
e Konrposs jocryna Ha yposHe pecypcoB st YARN;

e KonTposs moctyna Ha KpynHO3epHUCTOM ypoBHe s orneparnuit MapReduce;

e KonTposab mocTymna Ha ypoBHE cemeiicTBa TabJIMI] 1 CTOJIONOB st JanHbIXx HBase;

e KoHTpoJIb IOCTyIIa Ha YPOBHE TabJIHUIbI [1Jisi Habopos maHHbIX Apache Hive.

1.4 OtyeTtHOCTb (QayAuT U MOHUTOPUHI Oe3onacHocCTK)

ADH nosBojisier orciexkuBaTh akTtuBHocTh Hadoop, wucmosb3yst Native Auditing, »kypuaasl aymura
Ge3ormmacHoCTH TIepuMeTpa Ha muriode Knox, n u3 meHTpaabHOr0 paciooKeHns: Koncoan aamuancrpupoBanns ADH,
BKJIIOYASI:

e 3aIpochl IOCTYIIA;
e Omneparuu 06pabOTKN JaHHBIX;

o lI3Menenue JaHHbBIX.

1.5 3awmTa gaHHbIX

ADH unpenocrabiisier MexaHU3MBI Jjisi MA(MPOBAHUsSI JIAHHBIX [PU UX Iepejiade W TpebyeT MCIIOIb30BAHUST
[MapTHEPCKUX pereHnii s mudpoBaHus JIAHHBIX B COCTOSIHUW IIOKOsi, WX Tmoucka u MackupoBanms. ADH
[TO/I/IEPYKUBAET CJIELYIONINE METOIbI MU POBAHNUS:

o SSL mrs kommonentoB ADH;
e [Tudposanue RPC;

e IIpoTokosn mepeaun JTaHHDBIX.
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Hactpoiika aBropuzanuu B Hadoop

e Vemanosxa Ranger ¢ nomowwro Ambari

o (oszdanue noaumurxu HDES

2.1 VYcrtaHoBka Ranger c nomowbio Ambari

Apache Ranger MOXHO yCTaHOBUTBH IIPU IIOMOIIU II0JIb30BaTEIbCKOrO nHTEp(eiica Ambari win Bpy4HyIO,
ucronib3yst wiardopmy Arenadata Hadoop. B ormmane ot pyuHOro mporecca yCTaHOBKHU, TPEOYIOMIEr0 BBITIOJTHEHUST
psijia maros, ycraHoBka Ranger c ucnosib3oBanuem uaTepdeiica Ambari nporre u serde. Ommus ciryk661 Ranger
nocrymHa depe3 mactep Add Service mocie wacTamsamun kaactepa ADH ¢ momorpio ycTaHOBIIMKA.

ITocue YCTaHOBKH 1 HaCTpOfIKH Ambari MOXXHO HCIOIBL30BAThL MacTep ILO6&B.H€HI/IH CJIy}K6 JJId YCTaHOBKHA
CJIEYIOIMUX KOMIIOHEHTOB:

e Ranger Admin
e Ranger UserSync
e Ranger Key Management Service

Tlocne ycraHOBKM U 3allycKa 3THX KOMIIOHEHTOB MOYXKHO BKJIIOUNTH ILIArMHBI Ranger, mepeiiigs K KaxKIOMy
orneasnomy cepsucy Ranger (HDFS, HBase, Hiveserver2, Storm, Knox, YARN u Kafka) u usmenun
KOHMUI'YPAIUIO B PACIINPEHHOM DEXKMME Tanger- <service>-plugin-properties.

Important: Ilpu Braiouenun miarnua Ranger HeoOXOuMO Iepe3aIyCTUTh KOMIOHEHT

Important: Bkiouenune Apache Storm wim Apache Kafka tpebyer Brimouenust Kerberos

IIpu o6uosiennu ADH (na Ambari 2.5.0) ycranoska Ranger DB soiosnnsiercs npu nepsom 3amycke Ranger
(B mpeapiymux Bepeusx nactpoiika Ranger DB Boinosnsiach BO BpeMsl yCTaHOBKHU). DTo o3Hadaer, 4ro Ranger
[PU [IEPBOM 3allyCKe MOYKET 3aHsTh OOJIbIlle BPEMEHH, YeM paHblie (IOC/Ie/yIONue Iepe3arpy3Ku OyIyT TaKUMU Ke
OLICTPBIMU, KAK U PAHBIIE).

2.1.1 MpepBapuTtenbHble TpebOBaHUS K YyCTaHOBKe

Ilepen ycranoskoit Ranger nHeoOxouMo yOeIuThCsI, 9TO KJIACTEDP OTBEYAET CJIEIYIOMUM TPeOOBaAHUSIM:
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Pekomenryercst xpanuts ayautsl Kak B HDFS, Tak u B Solr. Kondurypanust mo ymosruanuso i Ranger Audits B
Solr ucronb3yer obumit sk3eMIIsp Solr, npemocrasiaseMsrit cepsucom Ambari Infra (nomosHuTENBHbBIE CBEIEHAS
cM. B pasgesie Ranger Audit Settings);

Yrobbl obecriednTh HPUHYAUTENbHYIO aBropusanuio Ha yposhe rpyinn LDAP/AD B Hadoop, neo6xomumo
HacrpouTh conocrasiienue rpyun Hadoop miiss LDAP/AD gt LDAP ( Hacmpotixa conocmasaenus epynn Hadoop
dns LDAP/AD);

Jlomxken ObITH 3aIylIeH U JOCTyTIeH 3K3eMIiap 6a3bl ganubix MySQL, Oracle, PostgreSQL man Amazon RDS,
KOTODBI#l Oyzer ucrnosb3oBaThbes Ranger. YcranoBumk Ranger cosgacr aByX HOBBIX II0Jib30BaTesieil (uMeHa
0o yMoJaaHuio: rangeradmin u rangerlogger) u ase HOBble 0a3bl JAHHBIX (MMEHA 10 YMOJYAHUIO: TAnger W
ranger _audit).

Kondurypanus skzemiuisipa jiist Ranger jijisi HEKOTOPBIX 6a3 JAHHBIX OMHUCAHA B CJICAYIONINX PAa3J/IeIax:
— Kongueypayus MySQL
— Kongueypauus PostgreSQL
— Kongueypauyus Oracle

Ipu ucnonbzosanun Amazon RDS ects gonosmurensubie Tpebosanus ( Tpebosanus x Amazon RDS).

IIpu perennu He IPEJIOCTABIIATD JAHHbIE yUIETHOM 3anucu aaMuaucTparopa 6a3nl ganubix (DBA) ycranoBuuky
Ambari Ranger, moxkuo ucnonb3zosarsb Python-ckpunt dba_ script.py njist co3manust mob3oBaTesein 6a3bl JJAHHBIX
Ranger DB 6e3 npegocraBierus 3Toit nHdOpMAIIN yCTAHOBIINKY. 1locie gero 3amycTuTh OOBIYHYIO YCTAHOBKY
Ambari Ranger 6e3 ykasaHWsI UMEHU M TApOJis aJIMUHHCTPATopa. /lONOJIHUTE/IbHbIE CBEJIEHUSI IIPUBEJIEHBI B
pasnesie Hacmpotixa noavsosamenet 6a3vi 0aHHbT 6€3 COBMECTIHOZ20 UCTLOAL308AHUA YUemHoit daHHus DBA.

Hacrtpoiika conocrasnenus rpynn Hadoop ans LDAP/AD

Hast obecrieueHns: TpUHYIATEIbHON aropusanuu Ha yposHe rpymn LDAP/AD s Hadoop, meoGxomnmo

nHacrpouthb conocrasienue rpynn Hadoop jyis LDAP/AD.

Important: Jocryn xk LDAP u cBenenus o nogximodenun: HacTpoilku LDAP MoryT pasimgarsbcst B 3aBUCHAMOCTH OT
ncosb3yeMoii peasmsanuu LDAP

CymectByer Tpu criocoba HacTpoiiku comocrasjienus rpynn Hadoop.

Hacrtpoiika comnocraBiennss rpynn Hadoop mua LDAP/AD ¢  wucnoabzoBanuem SSSD
(pexomenpgyercs)

s comocraBiieHHsl TPYII PEKOMEHIyeTCs HCIOJIb30BaTh SSSD mam onuH U3  CJIeAYIONNX CEPBHUCOB

noakmaodenusg OC Linux k LDAP:

Centrify
NSLCD

Winbind
SAMBA

BoabmuncTBo IIEPEIUCJICHHBIX CEPBHUCOB IIO3BOJIAECT HE TOJIBKO UCKATh IIOJIb30BaTEeJId U IIEPEIUCIATH I'PYIIILI, HO

TaKzKe BBITIOJHATE JIpyTHe JeficTBUS Ha XocTe. [Ipr 3TOM HU OJTHO U3 9TUX JIEHCTBUN HE TPeOyeTCs i COMOCTABICHUST
rpyun LDAP B Hadoop. Ilostomy, olleHuBast 3T cepBUCHI, HEOOXOAMMO ITOHUMATH PA3HUILY MexKy MojyseM INSS
(KOTODBII BBIOJIHSIET PaspelieHne I0Jb30BaTesb/ Tpyiia) u MoxyireM PAM (KOTOpBIii BBINOIHsIET ayTeHTUMDUKAIIIO
nosb3oBarens). g BosmoxkHocTH Toucka (mym “Banumanuu’) mosb3oBaress B LDAP u nepeuucienus rpyno
tpedbyercss NSS. A PAM MoxkeT npejicTaBisTh yrpo3y 6e30MacHOCTH.



https://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.6.4/bk_security/content/ranger_audit_settings.html
https://fedoraproject.org/wiki/Features/SSSD
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e Hactpoiika comoctasisienusi rpynn Hadoop B daiisie core-site.xml

Hacrpoiika Hadoop st ucnosib3oBanusi corocrtasiennsi rpynn Ha ocioBe LDAP B daiie core-site.xml

OCYIIECTBJISAETCA B CJIEYIONIEM IIOPsJIKE:

1.

JobaBuTh CBOICTBA, MOKA3aHHBIE B MPUBEACHHOM HHUXKe MpuMepe, B daitn core-site.xml. Heobxomaumo yka3aTh
3HAYEHNE JJIs IPHUBI3aHHOTO IOJI30BaTEsIs, €r0 Iapojb U JIPyI'He CBOUCTBA, CHeludUYHbE I8 IK3eMILIADA
LDAP, u ybeaurbesi, 9T0 (PHIBTPHI KJIACCOB OOBEKTOB, IMOJIB30BATENEll W I'PYIIl COOTBETCTBYIOT 3HAYEHUSIM,

yKa3aHHBIM B dK3emiispe LDAP.

<property>

<name>hadoop.security.group.mapping</name>
<value>org.apache.hadoop.security.LdapGroupsMapping</value>
</property>

<property>
<name>hadoop.security.group.mapping.ldap.bind.user</name>
<value>cn=Manager,dc=hadoop,dc=apache,dc=org</value>
</property>

<! -

<property>
<name>hadoop.security.group.mapping.ldap.bind.password.file</name>
<value>/etc/hadoop/conf/ldap-conn-pass.txt</value>

</property>

->

<property>
<name>hadoop.security.group.mapping.ldap.bind.password</name>
<value>hadoop</value>

</property>

<property>

<name>hadoop.security.group.mapping.ldap.url</name>
<value>ldap://localhost:389/dc=hadoop,dc=apache,dc=org</value>
</property>

<property>

<name>hadoop.security.group.mapping.ldap.url</name>
<value>ldap://localhost:389/dc=hadoop,dc=apache,dc=org</value>
</property>

<property>
<name>hadoop.security.group.mapping.ldap.base</name>
<value></value>

</property>

<property>

<name>hadoop.security.group.mapping.ldap.search.filter.user</name>

<value>(&amp; (| (objectclass=person) (objectclass=applicationProcess)) (cn={0}))</value>
</property>

<property>
<name>hadoop.security.group.mapping.ldap.search.filter.group</name>
<value>(objectclass=groupOfNames)</value>

</property>

<property>
<name>hadoop.security.group.mapping.ldap.search.attr.member</name>
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<value>member</value>
</property>

<property>
<name>hadoop.security.group.mapping.ldap.search.attr.group.name</name>
<value>cn</value>

</property>

2. B szaBucumocTu OT KOH(MUTYpaluu MOXKHO OOHOBJISITH COIIOCTABJIEHUS IIOJb30BAaTEel M TPYII C IMTOMOIIBIO
caenyromux kKomang HDFS u YARN:

hdfs dfsadmin -refreshUserToGroupsMappings
yarn rmadmin -refreshUserToGroupsMappings

3. IlpoBeputs comocrasienue rpynn LDAP, Bommosaus komanay hdfs groups. Komamga orobpazkaer rpyIbl u3
LDAP gns rekyimero noms3oBatests. [Ipu sactrpoernom conoctasienuu rpymia LDAP paspeniernst HDFS moryT
HCIIOJIB30BATh I'PYIEL, onpesgeseHabie B LDAP st kouTposs jgocryia.

e Pyunoe co3zmanme moJsb3oBaTesieit u rpynn B cpejie Linux

Tax2ke MOYXXHO BPYYHYIO CO3/1aBaTh IIOJIb30BaTeNell M IPyHIbl B cpefie Linux.

Kondurypauna MySQL

IIpu ucropzoBannu MySQL marmuna 11j1s XpaHeHust TaOJIUI TOJUTUKY aMuHICTpaTopa Ranger obs3areibHo
JIOJIKHA TOIepKUBaTh Tpanzakim. InnoDB — 310 npuMep MammHbl, TOJEpKUBAIOIIEH TPAH3AKIINH.

Ipu ucnonbzosarnun Amazon RDS ects pononuurensubie Tpebosanus ( Tpebosanus x Amazon RDS).

st koudurypanun sx3emiuispa 41 Ranger jqus MySQL HeoOXouMO BBIIOTHUTD CJIELYIONTUE TArH:

1. s cozmanmst 0a3 maHHBIX Ranger I0JKEH HCIOJIB30BaThCst ajmuHuCTpaTop 0aspl maHHbix MySQL. s
CO3/IaHMS TIOJIb30BaTe s rangerdba ¢ mapoaeM rangerdba HEOOXOIIMO:

e BoiiTu B cucteMy Kak IMOJb30BATEIb 700t U UCIOJIH30BATD CJIEIYIONNE KOMAH/IbI, YTOOBI CO3/1aTh MOJIb30BATE IS
rangerdba 1 IPeIOCTABUTH €My COOTBETCTBYIOIIME IIPABA.

CREATE USER 'rangerdba'@'localhost' IDENTIFIED BY 'rangerdba';

GRANT ALL PRIVILEGES ON *.* TO 'rangerdba'@'localhost';

CREATE USER 'rangerdba'@'}' IDENTIFIED BY 'rangerdba';

GRANT ALL PRIVILEGES ON *.* TO 'rangerdba'@'}';

GRANT ALL PRIVILEGES ON #*.* TO 'rangerdba'@'localhost' WITH GRANT OPTION;
GRANT ALL PRIVILEGES ON *.* TO 'rangerdba'@'},' WITH GRANT OPTION;

FLUSH PRIVILEGES;

e llcnosib3oBaTh KoMaHIy erit s Beixomaa u3 MySQL;

e Terepb MOXKHO TOJKIIOYUTHCH K 0a3e JMaHHBIX KakK rangerdba, UCIOIb3ys CACAYIONIYI0 KOMAHLY:

mysql -u rangerdba -prangerdba

ITocne TecrupoBamust Bxoma B cucreMy rangerdba MCIIOIB30BATh KOMaHLy exit myis Beixoma m3 MySQL.



https://www.linode.com/docs/tools-reference/linux-users-and-groups
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2. Cuemyrorast KOMaH 14 UCIIOJIB3YETCs JIJIsl TOITBEPKAeH s, 9TO dailin mysql-connector-java.jar HAXOIUTCs B ITATIKE
obrmero pocryna Java. Komanaa 1o/KHa ObITh 3allyllleHa Ha cepBepe, Ha KOTOPOM YCTaHOBJIeH cepBep Ambari:

‘ 1ls /usr/share/java/mysql-connector-java.jar

Eciu daitsn HaxoauTest He B KaTaJjore 0bIIero J0CTyma Java, HCIIoIb30BaTh CJIEIYIONLY 0 KOMAH LY JJjIsl yCTAHOBKU
COEJIMHEHMUST:

e RHEL/CentOS/Oracle Linux:

’yu.m install mysql-connector-javax*

e SLES:

’zypper install mysql-connector-javax*

3. UcnonbzoBarh  caeayiomuii  (opMar KOMaHIbl, d9T0Obl yCcTaHOBUTHL I1yTh jdbe/driver/path wa ocHoBe

MecTomoioxkenust daitta .jar apaiteepa MySQL JDBC. Komania 101K Ha BBITOTHATHCS Ha cepBepe, Ha KOTOPOM
ycTaHoBjeH cepep Ambari:

’ambari—server setup --jdbc-db={database-type} --jdbc-driver={/jdbc/driver/path} ‘

Hampumep:

’ ambari-server setup --jdbc-db=mysql --jdbc-driver=/usr/share/java/mysql-connector-java.jar ‘

Kondurypauusa PostgreSQL

[Tpu ucnonszoBanuu Amazon RDS ecrs nononnurensusie Tpebosanus (Ipebosanus x Amazon RDS).
st korduryparun 3K3eMiuisipa st Ranger s PostgreSQL HeoOX0 MO BBITOJHUTD CJIELYIOIINAE IIari:

1. Ha xocte PostgreSQL ycranoBuTh coorBercTByfomuili konnektop PostgreSQL:
e RHEL/CentOS/Oracle Linux:

’yum install postgresql-jdbc* ‘

e SLES:

’zypper install -y postgresql-jdbc ‘

2. ¥Y6emurnces, uTo dailyl .jar HAXOAUTCs B TaIKe O0Iero mpocryna Java:

’ 1ls /usr/share/java/postgresql-jdbc.jar ‘

3. Usmenuts pexkum jgocryna daiina .jar Ha 644 :

’ chmod 644 /usr/share/java/postgresql-jdbc.jar ‘

4. ns coznanust 6a3 maHHBIX Ranger JOJyKeH UCIOJb30BAThbCS aaMuHUCTPATOp 6a3bl JaHHBIX PostgreSQL. s
CO3MaHMs TIOJb30BaTes rangerdba W TMPEIOCTABICHAST €My COOTBETCTBYIOIINX IIPAB CJEAyeT HCIOJIb30BATH

KOMaHJy:

echo "CREATE DATABASE $dbname;" | sudo -u $postgres psql -U postgres

echo "CREATE USER $rangerdba WITH PASSWORD '$passwd';" | sudo -u $postgres psql -U postgres
echo "GRANT ALL PRIVILEGES ON DATABASE $dbname TO $rangerdba;" | sudo -u $postgres psql -U,
—postgres
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Tne $postgres — nonbzosarens Postgres, $dbname — umsa 6asnr manubix PostgreSQL.

5. Ucnonb3oBarh ciaemyionmii  hbopMar KOMaHIbI, 9TOObI YCTaHOBUTL IyTh jdbc/driver/path wa ocHOBe
Mecronosiokenusi daitna .jar npaitBepa PostgreSQL JDBC. Komanna moikHa BBIIOJIHATHCS HA CepBepe, Ha
KOTOPOM yCTaHOBJIeH cepBep Ambari:

’ambari—server setup --jdbc-db={database-type} --jdbc-driver={/jdbc/driver/path} ‘

Hampumep:

’ ambari-server setup --jdbc-db=postgres --jdbc-driver=/usr/share/java/postgresql-jdbc.jar ‘

6. BBImomHUTH CIIeyIONIYI0 KOMAHIY:

export HADOOP_CLASSPATH=${HADOOP_CLASSPATH}:${JAVA_JDBC_LIBS}:/connector jar path ‘

7. Paspermmuts mpocryn Allow Access mjist monw3oBareseit Ranger:

7 (4*7

e u3MeHUTH listen  addresses=’localhost’ na listen _addresses= = any)*, aro6bl npocaymusaTh Bee IP-anpeca

B postgresql.conf;

® BHECTH CJIE/YIOIIMEe U3MEeHEeHus 11oJb30BaTessM Ranger db u Ranger audit db B daitne pg_hba.conf (Puc.2.1.).

local all postgres,rangeradmin,rangerlogger

most all postgres ,rangeradmin,rangerlogger

host all postgres,rangeradmin,rangerlogger
"fvar /1ib/pgsql/data/pg_hba.conf" 74L, 3445C

Puc.2.1.: Heobxomumbie namenenus mnosib3oBaresasasMm Ranger db u Ranger audit db

8. Ilocse penakrupoBanus daina pg  hba.conf 3amycTuTh KOMaHLy /st OOHOBJIEHHUST KOHMUTYpaIy 0a3bl JAHHBIX
PostgreSQL:

sudo -u postgres /usr/bin/pg_ctl -D $PGDATA reload

Hanpuwmep, ecau daitn pg  hba.conf naxonurcsa B karasore /var/lib/pgsql/data, 3nagennem $PGDATA saBisiercs
/var/lib/pgsql/data.

Kondurypauusa Oracle

ITpu ucnonszoBanuu Amazon RDS ecrs gonosnnurensubie Tpebosanus ( Ipebosanus x Amazon RDS).
st kordurypanuu 3K3eMiuispa it Ranger s Oracle HeoOX0UMO BBIIOJIHUTE CJIEJYIOIIE IIAr:
1. Ha y3ne Oracle ycranoButnh coorserctByiomuit JDBC-daiti .jar:
e 3arpysurs apaiisep Oracle JDBC (OJDBC)
e [l Oracle Database 11g: Beiopars Oracle Database 11g Release 2 drivers > ojdbc6.jar
e Jlis Oracle Database 12¢: Beiopars Oracle Database 12¢ Release 1 driver > ojdbc7.jar

e Ckonumposars daiii .jar B manky obmero mocryna Java. Hanpumep, cp ojdbc7.jar /usr/share/java/

10


http://www.oracle.com/technetwork/database/features/jdbc/index-091264.html
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e Yb6eauThcs, 9To .jar-daitl uMeeT COOTBETCTBYIONINE Pa3PEIeHUs :

chmod 644 /usr/share/java/ojdbc7.jar

2. st co3manust 6a3 JaHHBIX Ranger J0/2KeH UCIOIb30BATHCS aIMUHUCTPATOp 6a3bl Janubix Oracle.

Jns cosmanns nonb3osarens RANGERDBA wn npenocrasienust emy mpas ¢ nomompio SQL*Plus — yrumaTsr
aIMAHUCTPUPOBaHUst 6a3bl JaHHbXx Oracle, ciemyer UCIOIBL30BATH KOMAH/TY:

# sqlplus sys/root as sysdba

CREATE USER $RANGERDBA IDENTIFIED BY $RANGERDBAPASSWORD;
GRANT SELECT_CATALOG_ROLE TO $RANGERDBA;

GRANT CONNECT, RESOURCE TO $RANGERDBA;

QUIT;

3. UcnosbzoBarh  caeayiomuii  (opMar KOMaHIbl, d9ToObl yCTaHOBUTHL I1yTh jdbc/driver/path wa ocHoBe
Mecromosioxkennst daitna .jar apaiiepa Oracle JDBC. Komansa mo/KHA BBITOTHATHCS HA CepBepe, HA KOTOPOM
ycraHoBjeH cepep Ambari:

‘ambari—server setup --jdbc-db={database-type} --jdbc-driver={/jdbc/driver/path} ‘

Hampuwmep:

’ ambari-server setup --jdbc-db=oracle --jdbc-driver=/usr/share/java/ojdbc6.jar ‘

TpeboBanus k Amazon RDS

Ranger Tpebyer Haau4usl peJISIUOHHON 0a3bl JaHHBIX B KadeCcTBe XPaHWIUINA HOJUTHK. CyIIecTBYIOT
JIOIIOJIHUTE IbHBIE TpebOBaHWs it 0a3 JaHHbIX Ha ocHoBe Amazon RDS wu3-3a crnenududHOCTH HACTPOEK U
VIIPABJICHUS.

e MySQL/MariaDB

Bo Bpemsi ycranoBkm Ranger mHeoOXouMO H3MEHUTDH TepeMeHHYIO log bin_ trust function creators na
snadenne 1. Yepes manens ynpasienust RDS Dashboard > Parameter group (B JsieBoit 9actu crpanuiip!):

e YcranoButhb nepemennyio MySQL Server log bin_trust_function_ creators B 3Hauenue 1.

(OrnmonanbHO) rocJie 3aBepIICHUA YCTAHOBKHI Ranger cbpocuTh 3HadYeHue apameTpa
log_bin_trust_function_creators B ucxomHoe 3HadeHue (TpebOBaHME K 3HAYEHUIO IIEPEMEHHON OTHOCUTCS
TOJILKO Ha BpeMsl ycTaHoBku Ranger).

JonoHuTe/IbHAST MH(OPMAITUS:

Stratalux: Why You Should Always Use a Custom DB Parameter Group When Creating an RDS Instance

AWS Documentation>Amazon RDS DB Instance Lifecycle » Working with DB Parameter Groups

MySQL 5.7 Reference Manual >Binary Logging of Stored Programs
PostgreSQL

Tlosb3oBaTens 6a3br qanabix Ranger ma cepsepe Amazon RDS PostgreSQL Server momken ObiTh co31aH
Jio ycranoBku Ranger u emy jo/KHa ObITh 1ipejioctasiena poas CREATEDB.

1. Vcronb3ysi OCHOBHYHO YYeTHYIO 3alliCh II0Jb30BaTessl (3aBEJEHHYIO TPH CO3JaHUM 3dK3eMiuisipa RDS
PostgreSQL), Boiitu B Amazon RDS PostgreSQL Server u BBIIOJIHATL KOMAHIBI:

CREATE USER $rangerdbuser WITH LOGIN PASSWORD 'password'

GRANT $rangerdbuser to $postgresroot
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Tne $postgresroot — 3mo ocHOBHAsI yueTHas 3anuch nosb3osartess RDS PostgreSQL (mampumep, postgresroot), a
$rangerdbuser — nMsi osb30BaTeIs 6a3bl JaHHBIX Ranger (Hanpumep: rangeradmin).

2. Ecsn ucnonbsyercsa Ranger KMS, BbITOSIHUTSE Ciieayionie KOMaHbL:

CREATE USER $rangerkmsuser WITH LOGIN PASSWORD 'password'

GRANT $rangerkmsuser to $postgresroot

Tne $postgresroot — 3m0 OCHOBHAZ ydeTHasi 3anuch nosb3osareas RDS PostgreSQL (manpumep, postgresroot), a
Srangerkmsuser — uma nosnbzosaresns Ranger KMS (manpumep, rangerkms).

e Oracle

Ns-3a orpammyenuit B Amazon RDS cosganume mosib3oBarTesist 6a3bl JaHHBIX Ranger u TabJM9HOIO
[IPOCTPAHCTBA, a TaK Ke IIPEJIOCTABJIEHNE T0JIb30BaTe/ 0 Ranger HeoOXOIMMBIX TPUBUJIETHIA BBITIOIHSIETCS BPYIHYIO.

1. Vcnosb3ysi OCHOBHYIO YYeTHYIO 3alHCh [OJIb30BaTe s (3aBeleHHyio npu cozmanuu sk3eMiuispa RDS Oracle),
soiitu B RDS Oracle Server u BBITTOJTHUTH KOMAHIBI:

create user $rangerdbuser identified by ‘‘password’’;

GRANT CREATE SESSION,CREATE PROCEDURE,CREATE TABLE,CREATE VIEW,CREATE SEQUENCE,CREATE PUBLIC
—SYNONYM, CREATE ANY SYNONYM,CREATE TRIGGER,UNLIMITED Tablespace TO $rangerdbuser;

create tablespace $rangerdb datafile size 10M autoextend on;

alter user $rangerdbuser DEFAULT Tablespace $rangerdb;

Tne $rangerdb — sro daxtuaeckoe mms Gasbl naHHBIX Ranger (Hanpumep, ranger), a $rangerdbuser — mmst
nosib3oBaress Ranger (Hanpumep: rangeradmin).

2. Ecin ucnonbsyerca Ranger KMS, BbIoIHUTS ciieayionie KOMaHbL:

create user $rangerdbuser identified by ‘‘password’’;

GRANT CREATE SESSION,CREATE PROCEDURE,CREATE TABLE,CREATE VIEW,CREATE SEQUENCE,CREATE PUBLIC,
—SYNONYM, CREATE ANY SYNONYM,CREATE TRIGGER,UNLIMITED Tablespace TO $rangerkmsuser;

create tablespace $rangerkmsdb datafile size 10M autoextend on;

alter user $rangerkmsuser DEFAULT Tablespace $rangerkmsdb;

e $rangerkmsdb — sro daxrudeckoe ums 6a3bl Janubix Ranger (manpumep: rangerkms), a $rangerkmsuser —
uMs noJib3oBaTesiss Ranger (Hanpumep: rangerkms).

Hacrpoiika nonb3oBartenei 0a3bl AaHHbIX 6€3 COBMECTHOrO MCMNOb30BaHUA yYeTHbIX AaHHbix DBA

2.2 Cospanue nonntukm HDFS
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